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On 9 November 2020, the Department of Home Aﬀairs released the
Exposure Draft of the Security Legislation Amendment (Critical
Infrastructure) Bill 2020 for consultation, with submissions due by 27
November (the Bill).
This Bill is a critical step in the roll out of the Federal Government’s proposed reforms to the
existing security frameworks for critical infrastructure, as part of its 2020 Cyber Security
Strategy. It follows an initial consultation period on the Department’s earlier, high level
discussion paper on this topic, and provides signiﬁcant additional detail on the regime and
next steps.
This is far from the end of the road for the reform process, with a short consultation period on
this Bill prior to planned passage of the legislation by the end of this year. Further
consultation on sector-speciﬁc implementation of the reforms will then continue into next
year. However, it is clear from the Bill that these reforms will aﬀect every sector of our
economy and a broad range of organisations within it. The scale of their impact will depend
on each organisation’s market position, geographic footprint, reliance on technology and
legacy systems, cyber maturity and existing regulations and standards. This means that
these reforms will require detailed monitoring and engagement in order for organisations to
understand how best to respond.

WHAT DO THE REFORMS DO?

The Bill introduces signiﬁcant reforms to the existing Security of Critical Infrastructure Act
2018 (Cth), by both expanding the infrastructure to which it applies and the obligations
imposed upon those responsible for it. That Act currently imposes limited reporting
obligations on certain critical electricity, water and gas assets and ports, with some sectorspeciﬁc requirements applying to speciﬁc sectors under separate regimes (for example, the
Telecommunications Sector Security Reforms).
These reforms now expand the ‘critical infrastructure sectors’ to a total of 11, outlined as
follows:

Within those sectors, the Bill speciﬁes the types of critical infrastructure assets that are
covered by its measures, and the “responsible entities” that will need to comply with them.
The enhanced cyber security framework imposed on those sectors, assets and entities is
summarised below.

If a responsible entity fails to comply with the reporting and positive security requirements,
that failure will attract civil penalties.
The implementation of the proposed framework to diﬀerent sectors will be subject to ‘codesign’ between industry and Government of principles-based standards, proportionate to
the risk proﬁle of each particular sector. Importantly, each aspect of the positive security
obligations will only apply/be switched on once a rule is made in relation to that aspect for a
critical infrastructure asset or class of critical infrastructure assets.

WHAT POTENTIAL ISSUES MIGHT ARISE UNDER
THE BILL?
The Bill adds signiﬁcant detail to the high-level proposals contained in the earlier discussion
paper. Given the leap forward that the Bill represents from those earlier concepts, it is not
surprising that the Bill itself may give rise to further issues that will need to be considered by
all stakeholders. We expect the next phase of consultation to focus on at least the following
key issues:

Striking the right balance between ﬂexibility and clarity. As the explanatory
documentation accompanying the Bill noted, these reforms have received ‘cautious
support’ to date. In light of the events of 2020, the need to ensure enhanced security
and resilience of our nation’s critical infrastructure has never been more clear. However,
the implementation of reforms designed to achieve these aims need to strike a very
delicate balance between ensuring the right level of ﬂexibility to apply across the
economy, in a proportionate manner and having regard to ever-evolving technological
environments, while also providing responsible entities with the level of clarity they need
to know exactly how to comply. It is not yet clear whether that balance has been
appropriately struck. For example:

the scope of the ‘data storage or processing’ sector (previously referred to as ‘data
and the cloud’) is not entirely clear. Key terms such as ‘data processing service’ are
not deﬁned, and the line between assets that are and are not ‘wholly or primarily’
used in connection with such services and those for which data storage and
processing is ‘secondary’ may be diﬃcult to determine with conﬁdence; and
entities that operate in more than one sector at once will need to clearly understand
where the ‘lines’ between obligations lie.
Harmonisation with other applicable regimes. The Government has acknowledged
that the reforms are likely to overlap, or potentially conﬂict, with a wide range of existing
regimes. Even with the planned, incremental implementation approach, careful
consideration will need to be given to these conﬂicts. For example, the Bill imposes a
new security incident notiﬁcation regime that relies upon a deﬁnition of ‘cyber security
incident’ that (of necessity) diﬀers from other equivalent regimes, and imposes new
timeframes for notiﬁcation — as short as 12 and as long as 24 hours after having
determined the impact of that incident. For companies that are already dealing with the

impact of multiple data breach notiﬁcation regimes (in Australia and globally, including
sector-speciﬁc regimes) this could add a further layer to the compliance burden of
diﬀering thresholds and timeframes.
Overlap with other reform processes. The consultation comes at a particularly active
time for Government consultations and reviews, with reviews of the Telecommunications
Sector Security Reforms and the Privacy Act already underway. It will be important to
ensure that the Bill, if and once passed, remains consistent with those regimes.
Guardrails to avoid unintended consequences. These reforms introduce additional,
potentially broad governmental powers that can involve highly technical measures, and
are likely to need to be exercised in circumstances of emergency or distress (or both).
This means that the exercise of these powers can have far-reaching impacts, and can
potentially give rise to unintended consequences. As a result, it is particularly critical to
consider what guardrails, oversight and review measures are included in the Bill in
respect of this exercise. The Bill already proposes to expressly exclude administrative
review of decision-making under the Administrative Decisions (Judicial Review) Act 1977
(Cth). It will therefore be important to understand whether the relevant powers are
indeed ‘clearly deﬁned and are conﬁned, proportionate and appropriate’, as the
Government has suggested. For example, should some level of technical consultation or
expert advice be made available to accompany the exercise of powers with respect to
the installation of speciﬁc system information software or giving of Ministerial directions
on request by an entity?

WHAT NEXT?
As we mentioned above, consultation on the Bill remains open until the end of the month,
with the Bill expected to be ﬁnalised and passed through Federal Parliament by the end of
next year. The ‘co-design’ process will then continue into 2021. Given the importance of the
reforms to a wide range of Australian organisations, early consideration and engagement
with the reforms will help organisations appropriately plan for their eventual implementation.
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