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AN UPDATE ON THE ACT, HERE AND AT HOME
With the passage of the Telecommunications and Other Legislation Amendment
(Assistance and Access) Act 2018 (Cth) (the Act) well behind it, the Australian
Government joined its other partners in the ‘Five Eyes’ or ‘Five Countries’ security
alliance — Canada, New Zealand, the UK and the US — for a two-day ministerial meeting
in London this week to discuss ‘emerging threats’. The types of potential threats under
discussion included the increased use and deployment of encryption and other
technologies by technology providers, a discussion with echoes of the intense debates
that accompanied the Act’s passage last year. This sustained focus on encryption and
emerging technologies makes it clear that the Act, which is currently under review, is
not the end of the road for the encryption debate.

The Act was introduced last year to allow law enforcement and intelligence agencies to issue
speciﬁc requests and notices to certain communications providers, enabling them to access
information that could allow them to prevent serious criminal conduct. The Five Countries
initially suggested the use of such legislation in a statement released in 2018 (which itself
reﬂected a global conversation that had by then been ongoing for years, if not decades),
encouraging governments to “pursue technological, enforcement, legislative or other
measures to achieve lawful access solutions” when faced with barriers to access information
that could prevent serious criminal conduct and thereby help to protect citizens.

In this more recent round of London meetings, the Five Countries reinforced the need for
technology companies to assist law enforcement agencies to access information, including
encrypted material, that could help prevent serious criminal conduct, as part of roundtable
discussions that have sparked renewed discussion about the Act. In the communiqué
ultimately published on 31 July 2019 following the meetings, Ministers from the Five
Countries (including Australia’s Home Aﬀairs Minister, Peter Dutton) focused on the issue of
online child sexual exploitation and abuse, and the “impacts to the safety of children”, when
reinforcing the need for “all sectors of the digital industry including Internet Service Providers
and device manufacturers” to reﬂect on how they develop their systems and services,1 and
how they deploy encryption. Despite this narrow framing of the issue, it is clear that
encryption remains front of mind for the alliance and further legislative or regulatory action in
the Five Countries may follow.
Despite the Five Countries’ support of a legislative regime that achieves this goal, the Act’s
introduction in Australia was not without controversy. Late last year we published an article
that outlined the Act’s history, and analysed why the Act’s introduction was so contentious.
Now, eight months after the Act’s commencement, and following on from the Five Countries’
renewed statement of its strong support of such legislation, we provide a status update on
the Act’s implementation, and highlight key outstanding issues.

THE ROAD SO FAR

Following a short consultation period, the Act was passed on the ﬁnal sitting day of
Parliament last year in response to stated increased security risks over the holiday period.
The passage of the Act was premised on a further review of the Act by the Parliamentary Joint
Committee on Intelligence and Security (PJCIS) in the new year (following on from the
interim report it published prior to the passage of the Act on 5 December 2018).
The PJCIS later published a report on 3 April 2019 about the Act. In that most recent April
report, the PJCIS declined to make any substantial amendments to the Act. However, it did
recommend that:

the PJCIS continue to review the Act and consider potential amendments, with this
additional report promised by 13 April 2020;
the Independent National Security Legislation Monitor (INSLM) conduct a review of the
Act to examine the performance, success, and application of the amendments
introduced by the Act; and

relevant oversight bodies should have suﬃcient government-funded resources.

The INSLM review recommended by the PJCIS will primarily focus on whether the Act:

‘contains appropriate safeguards for protecting the rights of individuals;
remains proportionate to the threat to national security; and
remains necessary’.2

The INSLM is due to report on its ﬁndings on 1 March 2020.
A graphic outlining the overall timeline of the Act, both before and after its passage, is set
out above.

WHAT NEXT?
Prior to the federal election, many stakeholders expected the Act to be amended fairly early
in the second half of the year, given the amendments that were proposed by Labor in the
Senate on the day of the Act’s passage and abandoned in favour of swiftly passing the Act
before the end of 2018. These amendments, and a promised analysis of the economic impact
of the Act, now seem less likely to be pursued.
In addition, the Five Countries’ commentary on encryption suggest that developments on
related legislative instruments in other jurisdictions are likely to follow (for example, the
Regulation of Investigatory Powers Act 2000 in the UK and the Stored Communications Act
and US CLOUD Act in the US), and may also inform the PJCIS and INSLM reviews. It is also
possible that the Act could operate as a “stalking horse” for the other Five Countries’ own
legislative solutions to the “going dark” problem caused by law enforcement’s inability to
access data due to the widespread adoption of technologies such as encryption.3
Closer to home, the PJCIS is also currently reviewing the mandatory data retention regime set
out in Part 5-1A of the Telecommunications (Interception and Access) Act 1979 (Cth), which
require carriers, carriage service providers and internet service providers to “retain a deﬁned
set of telecommunications data for two years”.4 This regime was expanded in 2015 to
similarly ensure that data is available for law enforcement and national security
investigations.”5 This regime, although applying to a narrower set of technology providers
than the Act, touches on similar issues of access to data and also remains the subject of
some controversy.

WHAT SHOULD I KNOW IN THE MEANTIME?
In light of this activity both in Australia and abroad, it will be critical to continue to monitor
the Act and related regulation. Providers that are captured by the Act need to be ready to
respond to requests and notices, and should be aware that:

the Act is lengthy and complex, but providers can rely on diﬀerent mechanisms within
the Act when issued with a notice to challenge it if required;
providers should stay abreast of updates to ensure they understand the Act’s operation
and its interaction with other regimes overseas that may also apply to it in time; and
more guidance materials are expected to be developed to educate individuals and
businesses about the Act’s application, especially what actions are and are not
permitted.

In addition, many key issues that were raised both before and after the passage of the Act
remain live issues for many stakeholders, and will continue to be brought to the attention of
relevant oversight and review bodies.

Some of these issues are outlined above.
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