DATA PROTECTION AND PRIVACY
UPDATES
Europe
Legal Brieﬁngs

See our list of recent developments in data protection and privacy
below.

GDPR RELATED ARTICLES
NEW RECIPROCAL ADEQUACY DECISION ALLOWS FREE FLOW OF PERSONAL DATA
BETWEEN JAPAN AND THE EEA
July 2018
On 17 July 2018, the EU Commission (“Commission”) and Japan concluded the negotiations
on a reciprocal ﬁnding of an adequate level of data protection by both sides. Under the
General Data Protection Regulation (“GDPR”) which became eﬀective across Europe on 25
May 2018, an adequacy decision adopted by the Commission is one of the ways which allows
personal data to be transferred outside the European Economic Area (“EEA”). An adequacy
decision is adopted if the Commission, after its assessment of the level of protection in the
recipient jurisdiction, decides that the recipient jurisdiction ensures an adequate level of
protection to the personal data of EU data subjects. Read more >

DATA PROTECTION BILL PUBLISHED: NO MAJOR SURPRISES FOR BUSINESSES,
WHICH SHOULD NOW BEGIN TO PREPARE IN EARNEST FOR GDPR
September 2017

The Government published the draft Data Protection Bill (the "Bill") on 14 September. The Bill
will be debated at its second reading in the House of Lords on 10 October 2017. The Bill will
replace the Data Protection Act 1998 (the "1998 Act") and will be supplemented by the EU
General Data Protection Regulation ("GDPR") which applies directly from 28 May 2018 until
the UK leaves the EU; at that point, the Government intends that the GDPR will be
incorporated into the UK's domestic law under the European Union (Withdrawal) Bill. The Bill
therefore does not need to replicate the GDPR itself, but instead implements various
derogations permitted by the GDPR and also extends the GDPR standards to certain areas of
data processing outside EU competence. The Bill also provides for the continuation of the
Information Commissioner's role. Read more >

EU: ARTICLE 29 WORKING PARTY PROVIDES GUIDANCE ON PROCESSING OF
EMPLOYEES’ PERSONAL DATA AT WORK
July 2017
The new obligations under the GDPR require employers to embed data protection by design;
this may require a more thoughtful approach from employers as to how they introduce
monitoring technologies into the workplace to ensure proper protections of employee
personal data and privacy. The article also provides nine practical examples of data
processing that highlight the potential for technology to jeopardise the privacy of employees
in the workplace. Read more >

E-PRIVACY REFRESH FOR TODAY'S ELECTRONIC COMMUNICATIONS SERVICES:
GOOD INTENTIONS BUT DOES THE PROPOSED REGULATION STRIKE THE RIGHT
BALANCE?
March 2017
In this article we take a look at some of the main features of the Draft Regulation at this early
stage of the European legislative process and the potential impact on organisations in the
technology, media and telecoms sectors – in particular whether the draft proposal addresses
the balance between improving rights to privacy and being suﬃciently practical and
consumer and business friendly for today's digital age. Read more >

ARTICLE 29 WORKING PARTY: FIRST GDPR GUIDANCE PUTS DATA PORTABILITY IN
THE SPOTLIGHT
March 2017

The article looks speciﬁcally at how the guidelines clarify how organisations should interpret
and implement the new GDPR right to data portability and recommend practices and tools
that support compliance with this new right. Read more >

UK: DATA PROTECTION – COURT OF APPEAL RULING ON SUBJECT ACCESS
REQUESTS, PROSECUTION FOR TAKING CLIENT DATA TO A COMPETITOR, AND NEW
GUIDANCE
February 2017
The last section has links to some resources published by the EU Article 29 Data Protection
Working Party, and one by the Information Commissioner's Oﬃce. Read more >

BIG DATA REGULATION: COMING SOON TO A BUSINESS LIKE YOURS?
December 2016
The Financial Times recently referred to Big Data as "a vague term for a massive
phenomenon that has rapidly become an obsession with entrepreneurs, scientists,
governments and the media". And it does seem to appear from the headlines that there isn't
a real world situation that Big Data cannot be applied to – for example, in the aftermath of
the recent US General Election, questions have been asked to whether there was a failure of
Big Data to accurately predict the result. Read more >

GDPR: PRACTICAL STEPS FOR EMPLOYERS
November 2016
The General Data Protection Regulation ("GDPR") will apply from 25 May 2018 across all EU
Member States, including, at least for a period of time, the UK (as recently conﬁrmed by the
UK Government). Read more >

UK: DATA PROTECTION – WHY HR NEEDS TO KNOW ABOUT NEW EU RULES
November 2016

It looks at how the GDPR might aﬀect organisations from a HR perspective and clariﬁes that it
will apply in the UK even if the BRexit process goes through, due to direct eﬀect. The article
suggests that any current plans to alter IT systems should be ‘future proofed’ for the new
rules, and organisations should be taking steps now to understand the GDPR, particularly
since sanctions for non-compliance include ﬁnes of up to €20 million or four per cent of a
company’s annual worldwide turnover, whichever is greater. Read more >

BREXIT: THE LEGAL QUESTIONS RAISED BY THE LEAVE VOTE
June 2016
Now that the result is in, and the public have voted to leave the European Union, what does
that mean for the law? This article was ﬁrst published in Estates Gazette, 24 June 2016. Read
more >

SAVE THE DATA: EU GENERAL DATA PROTECTION REGULATION TO APPLY FROM 25
MAY 2018
May 2016
This brieﬁng gives an overview of some of the key compliance issues for organisations in
relation to the GDPR, including as to data security and sanctions which are not only relevant
from a pure data protection compliance perspective, but also in the broader context of data
issues and cyber security. Read more >

DATA SUPERPOWER? A REVIEW OF THE PRIVACY SHIELD DOCUMENTATION
April 2016
This article sets out some key features of the proposed EU-US Privacy Shield for organisations
looking to take advantage of this proposed new compliance method for transatlantic data
transfers. Read more >

EU DEVELOPMENTS: TRADE SECRETS AND DATA PROTECTION
April 2016

The European Parliament approved the Trade Secrets Directive aimed at harmonising the
deﬁnition and protection of trade secrets and undisclosed know-how across Europe and also
approved the new General Data Protection Regulation on 14 April 2016. The note discusses
what employers will need to consider in terms of the implications for their processing of
employee data and prepare for compliance in 2018. Read more >

GENERAL DATA PROTECTION AND PRIVACY
COURT OF APPEAL CONFIRMS MORRISONS VICARIOUSLY LIABLE FOR EMPLOYEE'S
DELIBERATE ACTIONS IN FIRST SUCCESSFUL UK CLASS ACTION FOR DATA BREACH
October 2018
The Court of Appeal has today dismissed an appeal against the High Court's decision that
Morrisons was vicariously liable for its employee’s misuse of data, despite: (i) Morrisons
having done as much as it reasonably could to prevent the misuse; and (ii) the employee's
intention being to cause reputational or ﬁnancial damage to Morrisons itself: Wm Morrisons
Supermarkets Plc v Various Claimants [2018] EWCA Civ 2339. Read more >

PRIVACY AT WORK: LIMITS ON EMPLOYERS’ ABILITY TO MONITOR PRIVATE
COMMUNICATIONS
September 2017
The Grand Chamber of the European Court of Human Rights’ (ECtHR) ruling in Barbulescu v
Romania (61496/08) is a timely reminder of the limits of employers’ ability to monitor their
employees’ private activity on work IT systems. Read more >

UK GOVERNMENT POSITION PAPER ON INTERNATIONAL TRANSFERS OF DATA – KEY
POINTS
August 2017

Last week the UK Government released its negotiating position paper on international
transfers of personal data within the EEA (The Exchange and Protection of Personal Data).
Once the UK leaves the EEA it will no longer be subject to the General Data Protection
Regulation (the “GDPR”) and would no longer form part of the EU “safe data” zone
throughout which personal data may be freely transferred. The GDPR will however continue
to apply to UK businesses who provide goods or services to individuals in the EEA. Read
more >

DIGITAL ECONOMY ACT: THE PICK 'N' MIX ASSORTMENT OF PROVISIONS RECEIVES
ROYAL ASSENT
June 2017
The Digital Economy Act (the “Act“) ﬁnally received Royal Assent on 27 April 2017 and the
ﬁnal text has recently been published. First introduced in the House of Commons in July
2016, it has been the subject of much scrutiny and debate by both Houses of Parliament.
With the General Election looming, the legislation was passed in a ﬁnal sweep as part of the
so-called “wash up” period before the dissolution of Parliament. Read more >

EU COUNCIL PUBLISHES PROGRESS REPORT ON DRAFT EU EPRIVACY REGULATION
June 2017
On 15 May 2017, the Council of the European Union published its progress report (the
"Report") on the ﬁrst draft of the ePrivacy Regulation (the "Draft Regulation"). Read more
>

EU-US PRIVACY SHIELD FIRST ANNUAL REVIEW ANNOUNCED FOLLOWING A
CHALLENGING INTRODUCTION
June 2017
On 12 July 2016, the European Commission adopted an “adequacy decision” allowing for the
transatlantic transfer of personal data from the EU to the US in accordance with the
framework and principles of the EU-US Privacy Shield (the "Privacy Shield"). Read more >

DRIVERLESS CARS, DRONES AND DNA: HOW TO BUILD TRUST IN THE DATA AGE
May 2017
‘Trust and transparency’ is the theme of this year’s Privacy Awareness Week (15-19 May
2017). This is an annual event held since 2006 to raise awareness across the Asia-Paciﬁc
region of the importance of protecting personal information. Read more >

PROPOSED REFORM OF DATA MANAGEMENT PRACTICES ALL IN THE NAME OF
PRODUCTIVITY
May 2017
The Productivity Commission’s recommended new legislative data management framework.
Read more >

ONE STEP CLOSER TO AUSTRALIAN DATA BREACH CLASS ACTIONS
April 2017
The Privacy Amendment (Notiﬁable Data Breaches) Act 2016 (Cth), which received assent on
22 February 2017, proposes a number of amendments to the Privacy Act 1988 (Cth) that
could act as a trigger for Australian class actions in the data breach space. Read more >

E-PRIVACY REFRESH FOR TODAY'S ELECTRONIC COMMUNICATIONS SERVICES:
GOOD INTENTIONS BUT DOES THE PROPOSED REGULATION STRIKE THE RIGHT
BALANCE?
March 2017
In this article we take a look at some of the main features of the Draft Regulation at this early
stage of the European legislative process and the potential impact on organisations in the
technology, media and telecoms sectors – in particular whether the draft proposal addresses
the balance between improving rights to privacy and being suﬃciently practical and
consumer and business friendly for today's digital age. Read more >

NEW MANDATORY DATA BREACH REPORTING LAW PASSED
February 2017
The Federal Government has today passed the Privacy Amendment (Notiﬁable Data
Breaches) Act 2016 to amend the Privacy Act 1988 to include mandatory notiﬁcation of
eligible data breaches. Read more >

SHIELDED FROM ATTACK? LEGAL CHALLENGES TO THE EU-US PRIVACY SHIELD
LAUNCHED
December 2016
In an arguably predictable data development, the Irish privacy advocacy group, Digital Rights
Ireland, has issued proceedings to challenge the EU-US Privacy Shield regime in the European
Courts. Read more >

GENERAL COUNSEL UPDATE – NOVEMBER 2016
November 2016
This is the latest in our series of general counsel updates which aim to summarise major
developments in key areas (See TMT section). Read more >

BLUE SKY THINKING: FCA PUBLISHES CLOUD OUTSOURCING GUIDANCE
September 2016
In July 2016, the FCA published its ﬁnal guidance for ﬁnancial service ﬁrms outsourcing to the
"cloud" and other third party IT services (the "Guidance"). The guidance conﬁrms that it is
possible for ﬁrms to outsource to the cloud, including the public cloud, in a manner that is
compliant with FCA rules. As such, it is likely to be welcomed by ﬁnancial services
organisations and service providers alike. However, it is not all plain sailing, and ﬁrms will
need to consider their regulatory compliance carefully in consultation with the guidance
before embarking on any cloud outsourcing. Read more >

BIG DATA, BIGGER OPPORTUNITIES? VICTORIAN COMMISSIONER APPOINTED TO
HEAD UN 'BIG-DATA' PRIVACY REVIEW
July 2016
Victoria’s current Commissioner for Privacy and Data Protection has been appointed by the
United Nations to head a global study into big data, under the auspices of the UN Special
Rapporteur on the right to privacy. Read more >

US COURT RULING PROHIBITS US GOVERNMENT SEIZURE OF E-MAILS STORED
OUTSIDE THE UNITED STATES
July 2016
A federal appeals court handed a major win to Microsoft when it ruled that US authorities
cannot compel US tech companies to disclose e-mail content that they store on servers
located outside the United States. Read more >

GUIDE TO BIG DATA AND THE AUSTRALIAN PRIVACY PRINCIPLES
May 2016
In May 2016, the OAIC released the draft Guide to assist entities to undertake big data
activities in accordance with privacy laws. Read more >

MAS CONSULTS ON REGULATIONS FOR THE PROVISION OF DIGITAL ADVISORY
SERVICES
August 2016
In line with its recognition of the rapid expansion of and new products within the ﬁntech
sphere, the Monetary Authority of Singapore (MAS) issued a consultation paper on 7 June
2017 on the provision of digital advisory services (ie advice on investment products using
automated, algorithm-based tools, also known as “robo-advisory services”). The consultation
closed on 7 July 2017. Read more >

CYBER SECURITY
CYBER SECURITY QUARTERLY ROUND UP - DECEMBER 2017
December 2017
Our quarterly eBulletin provides a round-up of best practice, news and legislative
developments concerning cyber security in Europe, Asia, Australia and the USA. Read more
>

CYBER SECURITY QUARTERLY UPDATE – JUNE 2017
June 2017
Our quarterly eBulletin provides a round-up of best practice, news and legislative
developments concerning cyber security in Europe, Asia, Australia and the USA. Read more
>

CYBER SECURITY QUARTERLY UPDATE – MARCH 2017
March 2017
Our quarterly eBulletin provides a round-up of best practice, news and legislative
developments concerning cyber security in Europe, Asia, Australia and the USA. Read more
>

TALKTALK, NO ACTION? UK INFORMATION COMMISSIONER ISSUES RECORD FINE OF
£400,000 FOR TALKTALK'S CYBER SECURITY BREACH
December 2016
On 5 October 2016, the Information Commissioner's Oﬃce issued TalkTalk Telecom Group plc
with a record £400,000 monetary penalty notice. Read more >

THE DIGITAL SINGLE MARKET: WHERE ARE WE NOW?
November 2016
The European Commission's Digital Single Market Strategy ("DSM Strategy") was published in
May 2015 and included a set of 16 targeted initiatives and actions to be delivered by the end
of this year. The aim of the DSM Strategy was to create a Digital Single Market, where the
free movement of goods, persons, services and capital is ensured — and where citizens and
businesses can seamlessly and fairly access online goods and services: whatever their
nationality, and wherever they live. Read more >

CYBER SECURITY QUARTERLY UPDATE – OCTOBER 2016
October 2016
Our quarterly eBulletin provides a round-up of best practice, news and legislative
developments concerning cyber security in Europe, Asia, Australia and the USA. Read more
>

CYBER SECURITY QUARTERLY ROUND-UP
September 2016
Cyber security aﬀects all businesses and industries and is a Board level agenda item.
This article provides a round-up of best practice, news and legislative developments
concerning cyber security in Europe, Asia, Australia and the USA. Read more >

THE IMPACT OF BREXIT ON DATA PROTECTION AND CYBER SECURITY
July 2016
This article summarises a number of unanswered questions in data protection and cyber
security legislation brought on by Brexit. Read more >

BATTENING DOWN THE CYBER HATCHES: EU COUNCIL APPROVES CYBER SECURITY
DIRECTIVE
June 2016
On 17 May 2016, the Council of Europe formally adopted the new Network and Information
Security Directive (the so-called "Cyber Security Directive"), paving the way for ﬁnal
approval from the European Parliament. Read more >

AUSTRALIA'S WEBSITE BLOCKING LAWS ARE PUT TO THE TEST
March 2016
Partner Rebekah Gay explains how Australia's website blocking laws are being used for the
ﬁrst time in a case Village Roadshow has launched against a movie piracy website. Read
more >

CYBER SECURITY: TOP TEN TIPS FOR BUSINESSES
January 2016
Andrew Moir, Nick Pantlin, Miriam Everett and Nic Ruesink-Brown of Herbert Smith Freehills
LLP look at the growing risk of cyber threats and set out ten steps that businesses can take in
order to prepare for, and react to, a cyber attack. Read more >

Subscribe to the ‘practical GDPR series’
The GDPR hub

KEY CONTACTS
If you have any questions, or would like to know how this might aﬀect your business, phone,
or email these key contacts.

CHRISTINE YOUNG
PARTNER, LONDON
+44 20 7466 2845
Christine.Young@hsf.com

NICK PANTLIN
PARTNER, HEAD OF
TMT & DIGITAL UK &
EUROPE, LONDON
+44 20 7466 2570
Nick.Pantlin@hsf.com

ANDREW MOIR
PARTNER,
INTELLECTUAL
PROPERTY AND
GLOBAL HEAD OF
CYBER & DATA
SECURITY, LONDON

DUC TRAN
OF COUNSEL,
LONDON
+44 20 7466 2954
Duc.Tran@hsf.com

+44 20 7466 2773
Andrew.Moir@hsf.com

ALISON BROWN
ALEXANDRA NERI
EXECUTIVE PARTNER, PARTNER, PARIS
WEST, LONDON
+44 20 7466 2427
Alison.Brown@hsf.com

+33 1 53 57 78 30
alexandra.neri@hsf.com

MORITZ KUNZ
PARTNER, GERMANY
+49 69 2222 82501
Moritz.Kunz@hsf.com

LEGAL NOTICE
The contents of this publication are for reference purposes only and may not be current as at
the date of accessing this publication. They do not constitute legal advice and should not be
relied upon as such. Speciﬁc legal advice about your speciﬁc circumstances should always be
sought separately before taking any action based on this publication.
© Herbert Smith Freehills 2021

SUBSCRIBE TO STAY UP-TO-DATE WITH INSIGHTS, LEGAL UPDATES, EVENTS, AND

MORE
Close

© HERBERT SMITH FREEHILLS LLP 2021

