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Companies across Australia must review their corporate governance
and cyber security strategies to ensure they meet the increased
regulatory burden following the introduction of a new mandatory data
breach notiﬁcation scheme.
On Monday the Australian Government passed amendments to the Privacy Act 1988 (Cth) to
include mandatory notiﬁcation of eligible data breaches to the Australian Information
Commissioner and aﬀected individuals.1
Now that transparency about cyber security breaches is a legal obligation for most large
entities (the new law applies to private sector organisations with an annual turnover of more
than $3 million and their related entities), it brings Australia into alignment with other
countries which have had similar requirements for a number of years.
While many companies have been on the front foot in adopting comprehensive and
transparent policies and procedures for cyber breaches, there were concerns under the
previous voluntary notiﬁcation system that data breaches were being underreported or
notiﬁcation delayed by some companies due to concerns that disclosure may adversely aﬀect
their reputation or create legal or commercial liabilities.2
Although voluntary notiﬁcations have increased in the past ﬁve years, the Oﬃce of the
Information Commissioner predicts, based on comparisons with other jurisdictions, that
notiﬁcations under a mandatory data breach notiﬁcation scheme would nearly double to
around 200.3 In addition to the ﬁnancial and reputational cost of a cyber breach, serious or
repeated breaches of the reporting obligations will now also carry a potential civil penalty of
up to $1.8 million.

IMPROVING CORPORATE GOVERNANCE
The additional compliance burden imposed by the new laws, on top of corporate disclosure
requirements and director’s duties that may already apply, is another step in the trend
towards elevation of cyber security and data issues to the highest levels of corporate
governance. Companies are increasingly aware of the risks posed by cyber and data security,
including potential regulatory investigations, ﬁnancial cost and reputational risk. Cyber issues
are no longer viewed as a “tech” threat dealt with by IT teams or even an issue for senior
management but as a risk management issue that aﬀects the entire organisation and
requires board oversight.4
Although directors understand the need to remain properly informed, wider research on the
governance of cyber security suggests that, at present, many board executives have
inadequate awareness of the full implications of digital threats to their organisations. One
survey found that more than 90 per cent of corporate executives said they cannot read a
cyber security report,5 preventing them from asking the right questions and from being
properly aware of the risks and implications of a breach. While each company’s particular
approach to cyber risk will diﬀer depending on the industry and their risk tolerances, taking a
proactive approach to improving cybersecurity governance can only assist with positioning
companies and their boards to better address the risks and consequences of a cyber security
breach.

BE PREPARED
In light of the new legislative changes, organisations will need to take the time to deﬁne what
an ‘eligible data breach’ is in the context of their business and clearly designate who is
responsible – both internally and externally – for managing and containing breaches and
making the now mandatory notiﬁcations.
In addition to the usual network and IT security measures undertaken by many organisations
to ensure protection against external and internal information breaches, organisations should
ensure that they establish and maintain a comprehensive and up-to-date information risk
management regime and incident response capability. This should include representatives
from all relevant internal (and external) stakeholder groups, including a technical team to
investigate any breach or suspected breach, HR and employee representatives, public
relations and legal representatives, and the board.
Cyber security strategies and incident response plans should also be regularly reviewed and
tested to ensure that they adequately address procurement and supply chain risk – including
third-party service provider and information sharing arrangements. The Government has said
that under the new regime, if more than one entity jointly holds the same personal records,
an eligible (notiﬁable) data breach by one entity may also be a breach by the other.6 This
situation could foreseeably arise in cases involving corporate due diligence, outsourcing, joint
ventures or share services arrangement and highlights the importance of taking the time to
identify and manage these risk areas.
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