HORIZON SCANNING: DIGITAL REGULATION
UK AND EU DEVELOPMENTS

Foreword
Keeping up to date with regulatory developments in the digital space can
be a challenge at the best of times! To help our clients stay ahead of the
game, we have put together what we hope is a helpful tool to keep track
of digital regulation across the UK and EU (including developments relating
to the Digital Single Market). Our horizon scanning timeline includes an
overview of key recent and upcoming regulatory dates across a range of
focus areas, including consumer protection, disinformation, online harm,
audio-visual media, data protection and cyber security. We intend to
release regular updates to the timeline going forward. To receive these
updates please subscribe to our Digital, TMT and Sourcing blog.
We hope you find the timeline useful and please do let us know if you have
any feedback.
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GET IN TOUCH

Clicking on a particular
date on the timeline will take
you to a detailed summary
of the relevant regulatory
development, with further
information on key dates,
status, relevant background
and objectives, likely impact
and key takeaway points. Once
you have finished reading you
can click on ‘Return to timeline’
to return to the timeline view.
Each summary also contains
links to related resources such
as source content and blog
posts we have published on the
relevant topic.
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White Paper
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report on disinformation
and “fake news”
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Towards the end
of 2019

Government
response expected
to Digital Competition
Expert Panel
Report on “Unlocking
digital competition”

ICO to re-review
report published on
adtech and real time
bidding following
engagement with the
advertising sector

April 2020
Digital Services Tax to
apply in the UK

22 August 2019

16 October 2019

December 2019

End of consultation
period regarding UK
Government approach
to implementing
amendments to the
EU Audiovisual Media
Services Directive

New ‘duty of care’
scheme for on-line
providers of
pornography and
suspension of ageverification for
on-line pornography

Final report expected
from Centre for Data
Ethics and Innovation
on online targeting

18
2021

2020

©
1 July 2021

4 April 2019

27 May 2019

Special Advisors’
Report on Competition
Policy for the Digital Era

WTO negotiation
mandate adopted for
rules for e-commerce

12 July 2020

By 31 December 2019
EU developments

17 April 2019
EU Directive to improve
online consumer
protection adopted
by Parliament

As at October 2019

Member states to
implement Directive
on certain aspects
concerning contracts
for the supply of
digital content and
digital services

European Commission
to conduct assessment
of initial 12 month
period of the
Code of Practice
against Disinformation

Regulation on
promoting fairness
and transparency
for business users
(platform-to-business)
will apply

19 September 2020
EU Member
states to implement
revised Audiovisual
Media Services
Directive (AVMSD)

7 June 2021
EU Member states to
implement Directive on
copyright in the Digital
Single Market

7 June 2021
EU Member states
to implement Directive
on rights clearance for
online TV programming
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3 May 2019

Late May 2019

1 July 2019

22 August 2019

Second half of 2019

16 October 2019

Government response
to House of Commons
report on disinformation
and “fake news”

Government response
published to House of
Lords Select Committee
on Communications
report on regulating the
digital environment

End of consultation
period on Online Harms
White Paper

End of consultation
period regarding UK
Government approach
to implementing
amendments to the
EU Audiovisual Media
Services Directive

Government
response expected
to Digital Competition
Expert Panel
Report on “Unlocking
digital competition”

New ‘duty of care’
scheme for on-line
providers of
pornography and
suspension of ageverification for
on-line pornography

Towards the end
of 2019
ICO to re-review
report published on
adtech and real time
bidding following
engagement with the
advertising sector

December 2019

April 2020

Final report expected
from Centre for Data
Ethics and Innovation
on online targeting

Digital Services Tax to
apply in the UK

18
2020

2019

See Online Harms
White Paper entry for
further information

As at October 2019

Original report
from House of Lords
Select Committee
on Communications
published on 9
March 2019

Consultation period
12 weeks from 8 April
2019

UK Government
launched a 12 week
consultation period on
30 May 2019
In parallel, in July 2019
the UK Government
launched a
consultation regarding
its interim approach
to implementing new
rules for video-sharing
platforms under the
AVMS Directive. The
consultation closed 17
September 2019.

On 13 March 2019,
the Digital
Competition Expert
Panel Report was
originally published

The Secretary of State
for Digital, Culture,
Media and Sport
has announced that
the age-verification
scheme for
providers on on-line
pornography which
was due to come
into force on 15th July
2019 and was further
delayed, has now been
dropped in favour
of a new ‘duty of
care’ scheme

ICO report on adtech
and real time bidding
originally published
20 June 2019

On 19 July 2019 an
interim report was
published from
Centre for Data Ethics
and Innovation on
online targeting

Draft legislation
including the Digital
Services Tax was
published on 11 July
2019 in the 2019/2020
Finance Bill.
The consultation
period for the draft
legislation ended on 5
September 2019
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4 April 2019

17 April 2019

27 May 2019

By 31 December 2019

12 July 2020

19 September 2020

7 June 2021

7 June 2021

1 July 2021

Special Advisors’
Report on Competition
Policy for the Digital Era

EU Directive to improve
online consumer
protection adopted
by Parliament

WTO negotiation
mandate adopted for
rules for e-commerce

European Commission
to conduct assessment
of initial 12 month
period of the
Code of Practice
against Disinformation

Regulation on
promoting fairness
and transparency
for business users
(platform-to-business)
will apply

EU Member
states to implement
revised Audiovisual
Media Services
Directive (AVMSD)

EU Member states
to implement Directive
on rights clearance for
online TV programming

EU Member states to
implement Directive on
copyright in the Digital
Single Market

Member states to
implement Directive
on certain aspects
concerning contracts
for the supply of
digital content and
digital services

2019
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Published Report
on EU Competition
Policy currently being
considered by the
EU Commission

As at October 2019

EU Member States to
transpose EU Directive
on better enforcement
and modernisation
of EU consumer
protection rules
into domestic law by
April 2021

Announcement
on 25 January
2019 by WTO of
commencement
of negotiations
to introduce
global rules on
trade-related aspects
of e-commerce

In May 2019, the
European Commission
published reports and
analysis of progress
made in April
2019 by Facebook,
Google and Twitter to
fight disinformation

©

2021

2020

Regulation adopted
by both the European
Parliament on 17
April 2019 and the
European Council
on 14 June 2019.
The regulation was
published in the EU
Official Journal on 11
July 2019

The directive was
published in the EU
Official Journal on 22
May 2019

The directive was
adopted by Parliament
on 28 March 2019 and
by the Council of the
EU on 15 April 2019. It
was published in the
EU Official Journal on
17 May 2019

The Council of the EU
adopted the AVMSD
on 6 November 2018.
The AVMSD was then
published in the EU
Official Journal and
entered into force on
19 December 2018.
Member states have 21
months to transpose
it into national
legislation (19
September 2020)

Published in the
Official Journal on 22
May 2019. Will enter
into force on the 20th
day following the
date of publication.
Member states then
have until 1 July 2021
to adopt and publish
domestic legislation
implementing
the directive.
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Summary | Consultation on Online Harms White Paper
1 July 2019
End of consultation period on Online
Harms White Paper

Links

Key date(s): Consultation began 8 April 2019 and closed 12 weeks later on 1 July 2019

Click an icon below
to find out more

Status: UK Government is currently considering stakeholder responses to the consultation and will then publish
its response, summarising the feedback received and setting out the action it will take to develop final proposals
for legislation. In parallel the UK Government will continue to draw on advice from legal, regulatory, technical, online
safety and law enforcement experts to further develop the proposals.
What it hopes to achieve and why: The first comprehensive “world leading” package of online safety measures
to keep UK users safer online and “support innovation and a thriving digital economy”. Harmful and illegal content
is too readily available online and voluntary industry action through self-regulation has proven to be unsuccessful in
combating this issue.
Who does it impact?: Expected to apply across a variety of online platforms and services; all companies that allow,
enable or facilitate users to share or access user generated content or interact with each other online (e.g. social
media platforms, public discussion forums, messaging services and search engines). The framework is also expected
to have extra-territorial application, i.e. application to companies that provide services to UK users (not just
companies based in the UK).

HSF blog post, 9 April 2019

Government webpage

Key points
1

Duty of care and independent regulator
Introduces a statutory duty of care requiring organisations to take more responsibility for safety of their
users and reasonable steps to ensure the safety of those users and prevent others coming to harm as a
direct consequence of content or activity on their services.
An independent regulator will implement, oversee and enforce the new framework, and publish codes of
practice, setting out how organisations are able to comply with the duty of care.

2

Related
developments
Regulating digital environment

Enforcement powers of regulator
Regulator will have a range of enforcement powers, including the power to issue substantial fines. The UK
Government are consulting on further enforcement powers, these may include power to impose personal
liability for civil fines or criminal liability on individual members of senior management.

PREVIOUS

NEXT

Disinformation and fake news
Age verification scheme for
online pornography
AVMS Directive
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Summary | Consultation on Online Harms White Paper
1 July 2019
End of consultation period on Online
Harms White Paper

Links

Key points (continued)
3

Click an icon below
to find out more

Broad scope of regulatory framework and risk based and proportionate approach
The regulatory framework is intended to be wide-reaching - applying to all companies that allow, enable or
facilitate users to share or access user generated content or interact with each other online. The framework
is also expected to have extra-territorial application, i.e. application to companies that provide services to UK
users (not just companies based in the UK).
The regulator is expected to take a risk based and proportionate approach across the broad range
of business types within the scope of the framework, taking into account the capabilities and what is
technically possible in terms of proactive measures. The Government aims to minimise excessive burdens,
particularly on small businesses.

HSF blog post, 9 April 2019

Government webpage

Related
developments
Regulating digital environment

Disinformation and fake news
Age verification scheme for
online pornography

PREVIOUS

NEXT

AVMS Directive
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late May 2019
Government response published to
House of Lords Select Committee on
Communications report on regulating
the digital
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Summary | Government response to House of Lords Select
Committee report on regulating the digital environment
Key date(s): The House of Lords Select Committee on Communications Report “Regulating the Digital
Environment” was published on 9 March 2019. The UK Government response was subsequently published in late
May 2019.
Status: The Government’s response states that the Committee’s recommendations are “closely aligned with
the Government’s approach” as set out in the Government’s Digital Charter. Both the Committee’s Report and
the Government’s response have given rise to a number of key initiatives that underpin regulation of the digital
environment - refer to the “Related Developments” section below.
What it hopes to achieve and why: The Committee’s Report acknowledges that self-regulation is not currently
successful and it recommends a new approach to, and comprehensive and holistic strategy for, regulating the
digital environment. The Report is in response to the existing digital environment being fragmented, with gaps and
overlaps, as well as a regulatory infrastructure that is incapable of responding to the challenges that the modern
online world presents. In order to regulate the digital ecosystem, the Government’s response acknowledges that
in some cases it intends to shift expectations of behaviour and in others it will need to agree new standards. Where
regulation is necessary, the Government will ensure that it is “well-targeted, proportionate and delivers a stable and
predictable business environment for innovation to thrive”.

Links
Click an icon below
to find out more

UK Government’s Digital Charter

HSF blog post, 1 April 2019

Report

Who/what does it impact?: A wide variety of stakeholders across the digital ecosystem.

Key points
1

New digital authority
Over a dozen regulators have partial responsibility for regulating the digital market and no one regulator
has complete oversight. This has further exacerbated the fragmented nature of the digital environment. As
part of the holistic strategy set out in the Committee’s Report, the Committee calls for the establishment
of a new Digital Authority to provide oversight, as well as instruct and co-ordinate existing regulators.
The Authority will continually assess the regulatory landscape and make recommendations to improve
the efficiency of any regulatory framework. The Authority would report into a new joint parliamentary
committee whose remit would be to consider all matters related to the digital environment.

Related
developments
Online Harms White Paper

Disinformation and “fake news”
ICO Report on adtech and real
time bidding

PREVIOUS

NEXT
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Government response published to
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Communications report on regulating
the digital

RETURN TO TIMELINE
GET IN TOUCH

Summary | Government response to House of Lords Select
Committee report on regulating the digital environment
Key points (continued)
2

Links
Click an icon below
to find out more

Ten key principles for guidance
To ensure regulatory flexibility, the Authority will be guided by ten principles, namely those of parity,
accountability, transparency, openness, privacy, ethical design, recognition of children’s rights, respect of
human rights and equality, education on navigating the digital world and proportionality.

Government Response

In its response the Government confirms that the Digital Charter outlines its programme of work to ensure
regulation and governance are robust, clear and proportionate. The Charter also outlines the principles
underpinning this work which are closely aligned with those in the Committee’s Report.

3

Ethical technology, online service providers and platforms and competition recommendations
There are a number of other key recommendations set out in the Committee’s Report, including: (i) Ethical
technology – setting out weaknesses under the GDPR and Data Protection Act 2018 in respect of
safeguards for individuals that ought to be addressed, as well as the need for ethical issues to be considered
at the design process of digital services. In its response, the Government has established the Centre for
Data Ethics and Innovation to provide independent and impartial advice on the ethical and innovative
deployment of AI, working alongside other regulators such as the ICO; (ii) Online service providers and
platforms – acknowledging the need for regulatory intervention to address failings in the existing selfregulatory framework to combat online harmful content. The Government response refers to the statutory
duties and measures addressing these issues in its Online Harms White Paper; and (iii) Competition
recommendations – including a recommendation that the Government consider a public-interest test for
data-driven mergers and acquisitions. The Government’s response refers to the Digital Competition Expert
Panel Report on “Unlocking digital competition” which seeks to address this point.

Next Steps

Related
developments
Digital Competition Expert
Panel Report
Final Report expected from
Centre for Data Ethics and
Innovation on online targeting

PREVIOUS

NEXT
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Summary | House of Commons report on disinformation and
“fake news”
3 May 2019
Government response to House of
Commons report on disinformation
and “fake news”

Key date(s): The House of Commons DCMS Select Committee Report (Disinformation and “fake news”: Final
Report) (“Report”) was published on 18 February 2019. The DCMS parliamentary committee then launched a new
Sub-Committee on Disinformation on 2 April 2019. The UK Government published its response to the DCMS Select
Committee report on 3 May 2019.
Status: The Report contained a number of conclusions and recommendations in relation to disinformation and the
use of digital personal data as a means of targeting and spreading disinformation. In its response the Government
agrees with much of the content of the Report and states that many of the Committee’s recommendations are in
line with and are addressed in the Online Harms White Paper published on 8 April 2019 - with disinformation being
one of the twenty three online harms expressly referred to. It is therefore likely that further regulatory developments
in relation to disinformation and fake news will form part of the workstreams resulting from the Online Harms
White Paper.
What it hopes to achieve and why: Following the revelations surrounding Cambridge Analytica’s use of
personal data and its involvement with the Vote Leave campaign, serious questions were raised about the use of
personal data in political campaigning and the potential threat to democracy posed by targeted and coordinated
disinformation campaigns. The Report is one of a number of Government and parliamentary initiatives which seeks
to address these concerns, with a particular focus on the role of tech companies such as Facebook and Google and
how they can: (i) be held more accountable for the use of data generated by their platforms; and (ii) do more to
prevent the spread of disinformation and fake news.

Links
Click an icon below
to find out more

HSF blog post, 1 April 2019

Report

Government Response

Who does it impact?: As part of its Report, the Committee had recommended the definition of a new broader
category of tech company (which does not rely on the company being either a ‘platform’ or a ‘publisher’), to
which the new obligations and responsibilities recommended in the Report (in terms of regulating use of data and
preventing disinformation) would then apply.
In its response the Government has rejected this recommendation on the basis that the Online Harms White Paper
addresses this point more effectively through the proposed introduction of a new regulatory framework (including a
statutory duty of care and codes of practice) which will apply to ‘all companies that allow users to share or discover
content or interact with each other online’. This scope of application is intended to accommodate changes to the
nature and form of tech companies over time.

Related
developments
Online Harms White Paper

PREVIOUS

NEXT

EU Code of practice
against disinformation
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Summary | House of Commons report on disinformation and
“fake news”
3 May 2019
Government response to House of
Commons report on disinformation
and “fake news”

Key points

Links
Click an icon below
to find out more

In its response to the Report the Government agreed that the independent regulator responsible for
enforcing the new online harms regulatory framework should have robust enforcement powers (including
the imposition of substantial fines) for failures to comply with the framework, such as failure to remove
harmful or illegal content. The Government is also consulting on whether the regulator should have the
ability to hold senior management of the relevant companies liable for breaches and to require ISPs to block
access to non-compliant websites and applications.

HSF blog post, 1 April 2019

2

The Government states that (further to the Committee’s recommendation) the Secretary of State has
written to the Competition and Markets Authority (CMA) to encourage it to undertake a comprehensive
audit of the operation of the advertising market on social media.

Report

3

The Government will be introducing a requirement for all candidates, political parties and non-party
campaigners to brand or ‘imprint’ their digital election materials so that the public is clear who is
targeting them.

1

4

Government Response

The Government agrees with the Committee’s recommendations on the need for improved safeguards
against foreign interference in UK elections as well as new obligations on tech companies to increase
transparency of political advertising on their platforms (including transparency as to whether foreign
interference has taken place).

Related
developments
Online Harms White Paper

PREVIOUS

NEXT

EU Code of practice
against disinformation
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Final report expected from Centre
for Data Ethics and Innovation on
online targeting
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Summary | Final Report expected from the Centre for Data
Ethics and Innovation on on-line targeting
Key date(s): 29th October 2018, 25th July 2019, December 2019
Status: In the 29th October 2018 Budget it was announced that the Centre for Data Ethics and Innovation (CDEI)
would be exploring the use of data in shaping people’s on-line experiences and also the potential for bias in
decisions made using algorithms. The two reviews form a key part of the CDEI’s work in its programme. An
interim report on online targeting was published on 25th July 2019.The final report is due to be submitted with
recommendations to the Government in December 2019.
What it hopes to achieve and why: The review of on-line targeting forms a key part of the CDEI’s work in its
programme to set out what needs to be done address the challenges and realise the benefits posed by data-driven
technology and to advise Government. As online targeting has become more accurate in its predictions and more
powerful in its ability to influence, concerns have grown to the extent to which it influences individual decisionmaking and on the overall impact it is having on society. To explore these concerns the review has sought to answer
three sets of questions:
1.	Public attitudes: Where is the use of technology out of line with public values, and what is the right balance of
responsibility between individuals, companies and government?
2.	Regulation and governance: Are current regulatory mechanisms able to deliver their intended outcomes?
How well do they align with public expectations? Is the use of targeting online consistent with principles applied
through legislation and regulation offline?
3.	Solutions: What technical, legal or other mechanisms could help ensure that the use of online targeting is
consistent with the law and public values? What combination of individual capabilities, market incentives and
regulatory powers would best support this?
Who does it impact?: Potentially all publishers operating an on-line service and end-users of such services, as well
as advertising industry stakeholders.

Links
Click an icon below
to find out more

Interim report

Government webpage

ICO blog and draft code

Related
developments
Online harms White Paper

Adtech and real time bidding

PREVIOUS

NEXT

Government response
to House of Lords
Select Committee
report on regulating the
digital environment
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December 2019
Final report expected from Centre
for Data Ethics and Innovation on
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Summary | Final Report expected from the Centre for Data
Ethics and Innovation on on-line targeting
Key points
1

2

3

Links
Click an icon below
to find out more

Public attitudes
The findings so far suggest that people’s perception of on-line targeting alters when they have more
knowledge and insight into how it actually works and how pervasive it is. While people recognise that there
are benefits of on-line targeting, there is a general consensus that there are some forms of targeting that
make them feel uncomfortable and that changes are therefore needed to the way on-line targeting is
practised and regulated.

Regulation and governance

Interim report

Government webpage

There are a number of features to on-line services which may impact the effectiveness of regulation and
governance of that market as well as the ability of individuals to adequately protect their own interests.
These features include limited transparency and high levels of competition which increase the potential risk
of consumer harm. The CDEI’s conclusion is that changes to oversight mechanisms would need to take into
account how responsibility for regulation and governance should be apportioned, how to make the most
of market incentives towards compliance, including voluntary regulation and empowering users, and how to
enable effective monitoring and regulatory enforcement.
The CDEI is exploring a broad range of possible strategies to address potential harms and to enable more
beneficial uses of on-line targeting. They think that stronger regulations will be needed in some areas
and greater transparency and visibility of how the targeting operates in others. The aim is to empower
individuals to give them greater control and rights over the use of their data.

ICO blog and draft code

Related
developments
Online harms White Paper

Adtech and real time bidding

PREVIOUS

NEXT

Government response
to House of Lords
Select Committee
report on regulating the
digital environment
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Towards the end of 2019
ICO to re-review report published
on adtech and real time bidding
following engagement with the
advertising sector
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Summary | Adtech and real time bidding: ICO report on use
of personal data in programmatic advertising
Key date(s): The ICO’s report was published on 20 June 2019. The ICO anticipates undertaking a further industry
review in six months’ time and a subsequent, updated report may be issued in late 2019 or early 2020.
Status: The ICO report summarises its findings into the adtech industry’s use of real time bidding (RTB) to date.
According to the ICO, the report does not constitute official guidance, nor a formal outcome representing a legallybinding decision. The report clarifies the ICO’s views on the adtech industry’s general level of compliance with data
protection laws at this point in time. The report will also be passed to the adtech sector to allow for a collaborative
approach and incorporate industry feedback.

Links
Click an icon below
to find out more

ICO report

What it hopes to achieve and why: The ICO states that one of its regulatory priorities is to address issues in
respect of the internet and cross-device tracking, which the processing of personal data in RTB, and adtech more
generally, typically involves (depending on the circumstances). The ICO is focusing on RTB in particular due its
complexity and scale, the risks posed to data subjects and the concerns that it has received so far from data
subjects or the industry as a whole.
Who/what does it impact?: The ICO’s report acknowledges that the adtech market is an extremely complicated
one, involving many organisations and many technologies. Stakeholders include publishers operating an online
service and users of such services, as well as advertisers, advertising exchanges, data management platforms
(DMPs), demand side platforms (DSPs), supply side platforms (SSPs), and consent management platforms (CMPs).

Key points
1

Systemic concerns around the compliance of RTB
The ICO reports that it has a number of systemic concerns around the level of compliance of RTB with data
protection legislation in particular. It found that the processing of non-special category data is taking place
unlawfully at the point of collection due to the (incorrect) perception by the market that legitimate interests
can be used to place and/or read a cookie rather than obtaining consent (as required by PECR). The
ICO also notes that any processing of special category personal data is taking place unlawfully as explicit
consent is not being obtained.

Related
developments
Online Harms White Paper

Unlocking digital competition
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NEXT

Final Report expected from
Centre for Data Ethics and
Innovation on online targeting
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Summary | Adtech and real time bidding: ICO report on use
of personal data in programmatic advertising
Key points (continued)
2

3

Links
Click an icon below
to find out more

Lack of transparency
One of the ICO’s key concerns is the lack of transparency afforded to data subjects regarding use of adtech
and RTB (although the ICO acknowledges and understands that providing clear information to data subjects
represents a significant challenge to the industry given the scale and complexity of the data supply chain).
The report suggests that often the privacy information provided to individuals lacks clarity and does not
provide a clear picture of how their personal data is or will be used.

ICO report

The future of adtech and regulation
The ICO notes that adtech and RTB are here to stay but stresses that many market participants are currently
engaging in the market without fully understanding the privacy and ethical issues involved. Given the
complexity of the industry, the ICO confirms that it will take a measured and iterative approach to the
issue but is clear that it will need to intervene at some point. For now, however, it intends to give market
participants an ‘appropriate period of time’ to adjust their practices.

Related
developments
Online Harms White Paper

Unlocking digital competition
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NEXT

Final Report expected from
Centre for Data Ethics and
Innovation on online targeting
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Summary | New ‘duty of care’ for on-line providers
of pornography and suspension of age-verification for
on-line pornography

Links
Click an icon below
to find out more

Key date(s): The Right Hon Nicky Morgan MP, the Secretary of the Department for Digital, Culture, Media and
Sport (DCMS) announced on 16th October 2019 that the government will not be going ahead with the planned
commencement of the Online Pornography (Commercial Basis) Regulations 2019 which were originally planned to
take effect from 15th July 2019 and were then delayed as the Regulations needed to be approved by the European
Commission, as required by the Technical Standards and Regulations Directive. Instead, Nicky Morgan announced that
a new duty of care will be implemented to improve on-line safety.
Status: The Online Pornography (Commercial Basis) Regulations are a statutory instrument issued under Part 3 of
the Digital Economy Act 2017 which creates a legal obligation for sites hosting pornography to conduct online age
verification of their users. The legislation formed part of a wider initiative set out under the Online Harms White Paper
under which the UK aimed to provide the safest on-line space internationally, especially for vulnerable users such
as children. Nicky Morgan announced that the government will not be commencing Part 3 of the Act and that the
objectives of the Act will instead now be dealt with by the independent regulator set to be appointed following the
On-line Harms White Paper.
What it hopes to achieve and why: The age-verification legislation was originally drafted with the aim of ensuring
that those who view pornographic material online are over the age of 18. Pornographic content has been regarded as
too readily available for children to access on-line with ease and little or no protection. Concerns have been raised by
privacy campaigners however, regarding potential privacy problems with the implementation of the age-verification
regulations especially if users are required to upload passports or driving licences to on-line pornography sites. Critics
of the scheme warned that this personal data combined with an on-line users browsing habits could make on-line
pornography providers a prime target for hackers and scammers and the users at risk of blackmail. In addition, critics
warned that under-18s could easily by-pass the restriction by accessing on-line platforms hosting on a non-commercial
basis and therefore not covered by the law or by-pass detection by using virtual private networks (VPNs) to disguise
their location. Online pornography providers will instead now be expected to meet the same objectives via the new
‘’duty of care’’ to be policed by the new on-line regulator.

18

Who does it impact?: The new duty of care will likely impact all commercial providers of online pornography to users
in the UK in the same way as envisaged by the age-verification legislation. In that legislation provision of material on
a ‘’commercial basis’’ was stated to include access to pornographic material i) on payment; or (ii) free of charge if
the person making it available receives payment, reward or other benefit in connection with making it available on
the internet.
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Who does it impact? (continued): The legislation excluded material making up less than one third of the content
of the internet site (or other means of accessing the internet on or via which the materials are made available), unless
marketed as making pornographic material available to users in the UK. Platforms which host pornography on a noncommercial basis meaning they do not charge a fee or make money from adverts would not have been affected.

Key points
1

2

18

DCMS Written Statement on
Online Harms

New Regulator to be appointed
The independent regulator of the new duty of care scheme is yet to be appointed. The British Board of Film
Classification (BBFC) was designated as the age-verification regulator under the Digital Economy Act 2017
to monitor and enforce compliance with the age-verification regulations but this may change under the
new scheme.

Commercial providers of on-line pornography to face tough penalties under new duty of
care scheme
Under the Age-verification Regulations, commercial providers of on-line pornography that failed to
implement age-verification technology would have faced having their payment services withdrawn under
the Age-Verification Regulation, having access to their sites blocked to UK users or civil proceedings
instituted against them (following an enforcement notice). The Digital Economy Act also provides for
a regulator to impose a financial penalty in certain circumstances of such an amount as the regulator
considers appropriate and proportionate to the contravention (not exceeding the greater of £250,000
or 5% of that company’s qualifying turnover). Those who breached the Regulation were also to face
reputational damage from the publication of notification action on the BBFC’s website. It is very likely that
similarly tough penalties will be adopted under the new duty of care scheme as Nicky Morgan, Secretary
of the DCMS has stated that the new scheme will be policed by a new regulator ‘’with strong enforcement
powers to deal with non-compliance.’’

Draft regulation

Age appropriate design code of
practice for on-line services

BBFC Guidance on
age-verification arrangements

Related
developments
PREVIOUS

NEXT

Online Harms White Paper

HORIZON SCANNING: DIGITAL REGULATION
UK DEVELOPMENTS

16 October 2019
New duty of care scheme announced
for on-line providers of pornography

RETURN TO TIMELINE
GET IN TOUCH

Summary | New ‘duty of care’ for on-line providers
of pornography and suspension of age-verification for
on-line pornography

Links
Click an icon below
to find out more

Key points (continued)
3

Overlap with ICO and other privacy/security/safety requirements
A number of related initiatives were taking place in parallel to the planned Age-Verification Regulations
which may provide the government with useful material for the development of the new scheme. In
particular: (i) the BBFC created a voluntary certification scheme, the Age-verification Certificate (AVC),
which assesses the privacy and data security standards of age-verification providers. The AVC was
developed with input from both government and industry; (ii) the ICO published a draft Age Appropriate
Design Code for online services on 15 April 2019 on how to ensure online services appropriately safeguard
children’s personal data; and (iii) “extreme pornography”, “revenge pornography” and “children accessing
pornography” form part of the twenty three online harms within scope of the UK Government’s Online
Harms White Paper.
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Draft regulation

Age appropriate design code of
practice for on-line services
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Key date(s): On 13th March the Digital Competition Expert Panel Report was originally published. The UK’s
Competition and Markets Authority (CMA) response was published 22 March 2019 and the UK Government’s
response is expected in the second half of 2019.
Status: The Digital Competition Expert Panel Report on “Unlocking digital competition” was published on 13 March
2019. In its response to the report, the CMA states that it was “very supportive of [the] overall approach.” The UK
Government is currently considering its response, which is expected to be published during the second half of 2019.
However, certain recommendations have already been taken forward (e.g. the call for a market study into the digital
advertising market – which was launched by the CMA on 3 July 2019).
What it hopes to achieve and why: Questions have arisen as to whether the existing framework of UK
competition law is “fit for purpose” in the digital age. The Digital Competition Expert Panel was appointed by the UK
Government to consider whether developments in the digital economy require changes to be made to the existing
UK competition regime in order to ensure effective competition regulation for the sector.

Government webpage

Digital Competition Expert
Panel Report on “Unlocking
digital competition”

Who does it impact?: All companies that are active (or may in the future seek to be active) on digital markets
whose conduct may have an impact in the UK, in particular larger companies which may be deemed to have
“strategic market status” (the detail of which has not yet been determined).

Key points
1

Proposed establishment of a pro-competition digital markets unit and digital platform code
of conduct
The report recommends the establishment of a new digital markets unit tasked with securing competition,
innovation and beneficial outcomes for consumers and businesses, supported by new powers to monitor
and investigate as well as impose solutions (e.g. where a company holds enduring market power over
a strategic bottleneck market). It also recommends that this new unit should develop a digital platform
code of conduct, which would apply to digital platforms designated as having “strategic market status”. It
remains to be seen whether the Government will take this proposal forward, but the CMA has stated that it
welcomes the recommendation.
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Key points (continued)
2

3

Potential wide-ranging changes to UK competition regime, in particular in respect of merger control
The report recommends a number of wide-ranging changes to the UK competition regime, in particular
in respect of merger control where it recommends a change to the substantive test from the current
‘substantial lessening of competition’ (SLC) test to a new test based on the ‘balance of harms’ (BoH). It also
recommends that the CMA should prioritise scrutiny of mergers in digital markets, and proposes that digital
companies that have been designated with strategic market status should be required to inform the CMA
of all intended acquisitions. In respect of anti-competitive conduct the report recommends for the CMA’s
enforcement tools to be updated in order to promote and protect competition in the digital sector.

Continued monitoring of implications of machine learning algorithms and AI for competition

Lear Report on ex-post assessment
of merger control decisions in
digital markets (3 June 2019)

CMA Call for Information on digital
mergers (3 June 2019)

The report recommends that the Government, CMA and Centre for Data Ethics and Innovation should
continue to monitor the potential implications of machine learning algorithms and artificial intelligence for
competition, in particular the risks for vulnerable consumers.
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Digital Services Tax to apply in the UK

Links

Key date(s): Draft legislation including the Digital Services Tax (DST) was published by the UK Government on 11
July 2019 in the 2019/2020 Finance Bill. The consultation period for the draft legislation closed on 5 September
2019. The DST is due to apply from April 2020.
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to find out more

Status: The draft legislation set out in the 2019/2020 Finance Bill has been subject to consultation. The Consultation
period closed on 5 September 2019 and the UK Government are currently analysing the feedback received.
What it hopes to achieve and why: Digitisation of business practices has led to an on-going international debate
around developing modern tools to address the challenges that digital businesses create for the international
corporate tax system. The UK Government felt that the pace of progress internationally was too slow, and hence
the 2018 Budget proposed the DST as its own interim solution to the challenge of taxing significant digital economy
players. The DST therefore aims to update tax policies for the digital age by ensuring large companies pay a fair
share through a world-leading tax designed to reflect the value derived from their UK users.
Who/what does it impact?: Primarily large social media platforms, search engines, and online marketplaces, with
certain thresholds and criteria set out in the draft legislation. It will not apply to small businesses or to businesses
making losses in the UK as a way to protect start-ups.

Key points
1

2

How the tax will work
From April 2020, the proposed DST will impose a 2% tax on the revenues of large, established social
media platforms, search engines and online marketplaces. These are business models that the Government
considers derive significant value from the participation of their users without requiring a physical presence
in the UK. The DST is expected to bring in revenues of £1.5 billion within 4 years.

Further clarification of DST application
The DST is not a tax on online sales of goods – as a result it will only apply to revenues earnt from
intermediating such sales, not from making the online sale. It is also not a generalised tax on online
advertising or the collection of data.
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Digital Services Tax to apply in the UK

3

Temporary in nature
The DST is intended to be narrowly-targeted, proportionate and ultimately temporary, pending a
comprehensive global solution. As such it includes the following features: a double threshold, a safe harbour
and a review clause. See resources for further information on these features.
Draft legislation

PREVIOUS

NEXT

HORIZON SCANNING: DIGITAL REGULATION
UK DEVELOPMENTS

22 August 2019
End of consultation period regarding
UK Government approach to
implementing amendments to the EU
Audiovisual Media Services Directive

RETURN TO TIMELINE
GET IN TOUCH

Summary | UK Government approach to implementing
amendments to the EU Audiovisual Media Services Directive
Key date(s): The Directive updating the Audiovisual Media Services Directive (“AVMS”) entered into force on
19 December 2018 and EU Member States now have less than 12 months to transpose into national legislation by
September 2020. In May 2017 the UK Government issued a related consultation setting out its proposed approach
to implementing the updating Directive into national law (the “May Consultation”).
Status: The May Consultation closed on 22 August 2019 and the UK Government are currently analysing the
feedback received.
What it hopes to achieve and why: As part of its Digital Single Market Strategy, the European Commission
proposed new legislative amendments to the AVMS. The proposals and the updating Directive seek to modernise
the AVMS to reflect “market, consumption and technological” changes, largely arising from convergence between
television and internet services, new types of services and changes in viewing habits (particularly an increase in
on-demand content consumption). Refer to the “Related developments” section below.
Despite the continuing uncertainty around the UK’s departure from the EU, the May Consultation lays the
foundations for the UK to align national law with the updated AVMS, at least in part, regardless of whether the UK is
legally obliged to do so.
Who does it impact?: The most significant change under the revised directive aims to create a level playing
field between all audiovisual media service providers, to protect viewers (regardless of the service they provide and
the platform they use). The updated directive therefore expands the scope of the current AVMS from broadcasters
and video-on-demand providers, to also include video-sharing platforms (such as Netflix and Youtube) to take
account of new entrants to the audiovisual media ecosystem. The expanded scope may prove to be a steep learning
curve for those services providers that will fall under the ambit of the AVMS for the first time.
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HSF blog post 14 May 2019

EU webpage

WTO webpage

Brexit legal guide

Key points
1

Impact of Brexit on digital single market reform
Whatever the outcome of Brexit, it seems likely that the UK Government will implement the updates to
the AVMS, at least in part. The draft Withdrawal Agreement agreed with EU negotiators in November 2018
included a transition period through to 31 December 2020, during which EU law would continue to apply
in and to the UK. If a version of the Withdrawal Agreement is finalised and approved before the UK leaves
the EU, the UK Government would therefore still be required to implement the updates to the AVMS into
national legislation within the same timeframe.
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Impact of Brexit on digital single market reform (continued)
If the UK leaves the EU with no deal (i.e. no withdrawal agreement and no transition period), the AVMS will
no longer apply to the UK. The Government would therefore have autonomy to determine the extent to
which it aligns domestically with the European framework and implements the revised AVMS into national
law. In these circumstances, the May Consultation states that “Further analytical work will be required to
identify these areas and the best way forward, and this consultation would help inform that work.” It is
therefore possible that the UK may “cherry pick” more UK-centric amendments in a “no deal” scenario or
over time following a departure from the EU – particularly around more challenging or controversial areas –
although this may turn on the outcome of stakeholder responses to the May Consultation.

EU press release 27 May 2019

HSF blog post 21 June 2019

Interim video-sharing platform measures and sanctions
One of the most challenging and controversial areas for implementation relates to the scope and new
measures placed on “video-sharing platforms” (VSPs) subject to the updated AVMS. Whilst the Online
Harms White Paper proposed by the Department for Digital, Culture, Media & Sport (“DCMS”) in April 2019
included measures to regulate VSPs, subsequently the May Consultation considered adopting an interim
approach to the new VSP measures, given that it may not be possible to enact the full range of measures
contemplated by the White Paper by the AVMS implementation deadline.
Little detail was given regarding the nature of this interim approach, other than that the new VSP
requirements would be placed into national law via an ‘alternative mechanism’ and that Ofcom would
be appointed as the national regulatory authority to regulate VSPs (as required by the revised AVMSD),
implying that such appointment may be temporary. In July 2019 the DCMS proceeded with this interim
approach, and launched a further consultation specifically relating to implementing the VSP requirements
under the updated AVMS. The consultation sought views in particular on the definition and jurisdictional
scope of “VSP” that should be transposed into UK law, as well as enforcement and sanction powers granted
to Ofcom (including maximum fines for VSPs of the greater of £250,000 or 5% of the providers qualifying
revenue, to mirror powers currently granted to Ofcom in respect of VOD providers). Stakeholder sessions
were scheduled for mid-August, the consultation closed on 17 September 2019 and the DCMS are currently
analysing feedback.

Digital TMT & Sourcing blog post
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27 May 2019
WTO negotiation mandate adopted
for rules for e-commerce

Links

Key date(s): On 25th January 2019 at the World Economic Forum in Davos, the EU and 48 other World Trade
Organisation (WTO) members issued a joint statement declaring their intention to start negotiations to introduce
global rules on trade-related aspects of e-commerce. The EU submitted its Proposal ahead of the negotiations on 3rd
May and these proposals and those from other WTO members were discussed during initial negotiations which took
place on 13-15 May 2019.
Status: For the European Commission to participate fully in the negotiations on behalf of the EU, it was necessary to
supplement its existing mandate for the Doha Development Agenda to also cover the EU’s position on trade-related
aspects of e-commerce. On 27 May 2019, the European Council therefore adopted the WTO negotiation mandate to
allow the European Commission to continue to participate in plurilateral negotiations on electronic commerce.
What it hopes to achieve and why: Despite the rapid growth of international e-commerce, there are currently no
multilateral rules regulating digital trade. The WTO negotiations recognise the need for modernisation to enhance the
benefits of e-commerce for businesses, consumers and the global economy.

Click an icon below
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EU proposal communication
to WTO

HSF blog post

Who does it impact?: International e-commerce market including both businesses and consumers.

Key points
1

Ambitious set of WTO commitments
The EU’s proposal seeks to establish an ambitious set of WTO commitments, aiming to enhance regulatory
predictability and improve market access conditions. The proposal includes suggestions for new rules
including in relation to:
••guaranteeing the validity of e-contracts and e-signatures;
••strengthening consumer trust in the on-line environment by enhancing e-commerce
consumer protection;

HSF blog post

••adopting measures to effectively combat spam;
••banning customs duties on electronic transmissions;
••addressing forced data localisation requirements by prohibiting mandatory source code disclosure
(subject to certain exceptions) to ensure the protection of personal data and privacy;
••tackling barriers to cross-border electronic trade by facilitating cross-border data flows; and
••improving market access in telecommunications and computer-related services by adhering to the
principle of open internet access.
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2
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Possible resistance to the EU proposal
It is worth noting that the EU proposal also incorporates a number of suggestions which may not fully
align with the current legislative frameworks of some WTO members. These may well have been met with
resistance from other WTO members. For example, the EU suggests adopting high standards of privacy
safeguards and recognising the protection of personal data privacy as a “fundamental right”. The standards
suggested may not align with the data protection and privacy regimes of other WTO members, such as
the EU – US Privacy Shield which is a means by which organisations are able to legitimise the international
transfer of personal data between the EU and the United States of America.

EU proposal communication
to WTO

HSF blog post

EU proposal communication
to WTO

HSF blog post

PREVIOUS

NEXT

HORIZON SCANNING: DIGITAL REGULATION
EU DEVELOPMENTS

RETURN TO TIMELINE
GET IN TOUCH

Summary | European Commission to conduct assessment
of initial 12-month period of the Code of Practice
against Disinformation
By 31 December 2019
European Commission to conduct
assessment of initial 12 month
period of the Code of Practice
against Disinformation

Key date(s): The Code of Practice against Disinformation (“CoP”) was published on 26 September 2018. It was
then signed by Facebook, Google, Mozilla and Twitter, among others, in October 2018. On 5 December 2018
the European Commission published its Action Plan against Disinformation. The four online platform signatories
published implementation reports setting out the state of play of the measures taken by each of them to comply
with their commitments under the CoP on 29 January 2019. On 22 May 2019 Microsoft became the fifth online
platform signatory to the CoP.
Status: The CoP is a self-regulatory document with which the signatories have undertaken to comply on a
voluntary basis. Between January and May 2019, the Commission requested Facebook, Google and Twitter to
report monthly on their actions undertaken to implement the CoP, with a particular focus on progress made in
improving the scrutiny of ad placements, ensuring transparency of political and issue-based advertising and tackling
fake accounts and malicious use of bots. By 31 December 2019, the Commission will carry out a comprehensive
assessment of the CoP’s initial 12-month period. If the results prove unsatisfactory, the Commission may propose
further measures.
What it hopes to achieve and why: The European Commission has championed the CoP as being the first time
worldwide that the online platform and advertising industries have voluntarily agreed to a collective strategy to fight
disinformation. Combating the spread of disinformation and “fake news” is one of the Commission’s top priorities
following a series of revelations on both sides of the Atlantic about the use of personal data in political campaigning
and the potential threat to democracy posed by targeted and coordinated disinformation campaigns. The CoP
has been signed by major online platforms such as Facebook as well as influential advertising trade associations
such as the European Association of Communications Agencies and the Interactive Advertising Bureau. The CoP is
designed to improve the transparency and accountability of the key players in the online platform and advertising
space when it comes to ensuring fair and trustworthy online campaign activity ahead of elections taking place
within the EU.
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Code of practice
against disinformation

EU Implementation Reports

Progress report, 17 May 2019

EU vs Disinfo webpage
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Key points
1

2

3

The CoP includes a wide range of specific commitments undertaken by its signatories including in relation
to monitoring and closure of fake accounts, increasing transparency of political advertising and preventing
purveyors of disinformation from profiting from their actions.
The CoP includes a commitment by the signatories to use reasonable efforts towards devising ways of
disclosing “issue-based advertising” (i.e. advertising which advocates for or against a particular issue,
particularly where that issue is being contested as part of an election or referendum), which may include
disclosure of who has paid for the relevant advertising. This is particularly relevant in the context of recent
elections and referenda which have been won on the back of one or two key issues.
The signatories to the CoP have also committed to invest in and implement products, technologies and
programs which are designed to help individual users (i) assess the authenticity and trustworthiness of
information sources they encounter online; (ii) critically evaluate the information provided by those sources;
(iii) understand why they are seeing particular content or advertisements; and (iv) access a diverse range of
perspectives on particular public interest topics.

EU press release, 23 April 2019

Action plan against disinformation

Code of practice
against disinformation
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Summary | Draft Directive to improve and modernise online
consumer protection and enforcement
Key date(s): On 29 March 2019, the Council’s Permanent Representative Committee (EOREPER) approved the
draft Directive. The Directive was then adopted by the European Parliament on 17 April 2019.
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Status: The next step is for the Directive to enter into force 20 days after it is published in the Official Journal. The
Directive will then need to be transposed into domestic law by EU Member States within 24 months.
EU press release, 1 March 2019
What it hopes to achieve and why: The Directive covers a wide range of areas, amending the unfair commercial
practices directive, unfair contract terms directive and price indication directive. It was proposed together with a
proposal on protection of consumers’ collective interests as part of the “New Deal for Consumers” launched by the
European Commission in 2017. In particular, it aims to provide enhanced harmonisation and streamlining of some of
the criteria to be used to determine the level of penalties for infringement of EU consumer law, as well as enhanced
transparency for consumers in online transactions. It also introduces a right to individual remedies for consumers
when they are harmed by unfair commercial practices, such as aggressive marketing.

Draft directive

Who/what does it impact?: Providers of online platforms and marketplaces available to consumers in the EU and
traders marketing to consumers via such platforms, as well as EU consumers.

Key points
1

Explanatory memorandum
and proposals

Transparency in online marketplaces
The draft Directive will require online marketplaces to clearly inform consumers of a number of additional
pieces of information, including: (a) the main parameters determining how different offers are ranked in the
marketplace; (b) whether the contract will be concluded between a trader or an individual; and (c) which
party (i.e. either a third party supplier or the online marketplace itself) is responsible for ensuring consumer
rights in respect of the contract.
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Tougher penalties
The draft Directive aims to give competent national authorities the tools to impose significant fines on
traders committing ‘widespread infringements’ across the EU or ‘with a Union dimension’. The Directive,
when adopted, will require EU Member States to provide for maximum fines of up to 4% of a trader’s
combined turnover in all relevant EU Member States.

EU press release, 1 March 2019

Impact of Brexit on future reform
Once the Directive comes into force, EU Member States are expected to be required to transpose it into
their domestic legislation within 24 months. The extent to which the UK will be legally required to implement
the legislation in the UK will depend on whether it remains part of the EU at the implementation deadline
and whether the body of EU law continues to apply in and to the UK on that date. In any event, the UK may
wish to transpose the Directive’s provisions into national law to ensure continued alignment with EU law and
ease EU cross-border compliance burdens.

Draft directive

Explanatory memorandum
and proposals
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Deadline for national implementation by EU Member States is 1 July 2021
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Status: The Directive was published in the Official Journal on 22 May 2019 and entered into force 20 days following
its publication. The Directive will then need to be transposed into domestic law by EU Member States by 1 July 2021.
What it hopes to achieve and why: The Directive aims to harmonise key aspects of the laws surrounding the sale
of digital content and supply of digital services to consumers at an EU level. The EU Commission has previously
noted that the current discrepancies between consumer protection laws applicable in different EU Member States
are discouraging consumers from purchasing, and traders from offering, such products and services on a crossborder basis.

EU legislative train

Who does it impact?: The scope of the Directive covers the sale of digital products and the supply of digital
services to consumers (including providers of software as a service solutions, such as video sharing and other forms
of file hosting).

EU legislation briefing

The Directive applies regardless of the sale method, but there are some exemptions from the rules in respect of
certain sectors (including digital content relating to financial or gambling services).

Key points
1

2

3

Directive

Higher level of protection
This Directive provides higher levels of protection to consumers. For example, the Directive provides that if a
business is unable to remedy defects within a reasonable amount of time, the consumer is entitled to a price
reduction or full refund.

New concept of ‘digital service’
The Directive introduces ‘digital service’ as a new concept, which covers software as a service solutions,
including video and audio sharing platforms, social media platforms and games provided in a cloud
computing environment. The Directive clarifies that the quality standards and associated remedies
applicable in respect of the sale of digital content also apply to the provision of digital services.

Personal data
Where consumers provide personal data in exchange for digital content or services (i.e. instead of making
a payment as consideration), the quality standards required under the Directive will also apply to such
content or services provided. This personal data update and the new concept of ‘digital services’ will result
in consumers having rights in respect of broader range of services.
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Key date(s): 26th April 2018, 14 June 2019, 11th July 2019, 12th July 2020
Status: The European Commission launched an Inception Impact Assessment on 25th October 2017 following
the results of a mid-term review of the Digital Single Market Strategy (DSMS) which identified that further action
was required to promote responsibility in on-line platforms providers for a fair internet ecosystem. The European
Commission adopted a proposal for a Regulation on promoting fairness and transparency for business users of
online services on 26th April 2018. The Regulation was formally adopted by the Economic and Financial Affairs
Council at first reading on 14th June 2019. The Regulation was published in the Official Journal on the 11th July 2019
and came into force 20 days later on 2nd August 2019. It will apply 12 months from the date of publication in the
official journal, on 12th July 2020.
By 13 January 2022, and every three years thereafter, the European Commission is required to evaluate the
application of the Regulation and to report to the European Parliament, the European Council and the European
Economic and Social Committee.
What it hopes to achieve and why: The growing intermediation of transactions in the on-line market fosters an
increased dependence by business users on those intermediary services, particularly for micro, small and mediumsized businesses (SMEs).
The Commission’s proposal, which is part of its Digital Single Market initiatives, aims to address the issues of possible
unfair contract terms and trading practices which were identified in the Impact Assessments. The Regulation aims
to harmonise transparency rules applicable to contractual terms and conditions, the ranking of goods and services
and access to data in order to create a fairer, more predictable and trusted business environment for smaller
businesses using digital platforms and search engines within the market. Among other things, the proposed new
Regulation is designed to:
••Increase transparency by requiring providers of online intermediation services to ensure that their terms and
conditions for professional users are easily understandable and easily available.
••Help companies resolve disputes more effectively by making providers of online intermediation services set up an
internal complaint-handling system.
••Set up an EU Observatory to monitor the impact of the new rules.
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Who does it impact?: The scope of the Regulation covers online intermediation services (“OIS”)- on-line platforms
which facilitate transactions between businesses and customers by allowing those business to offer goods or
services through them and online search engines (“OSE”), if they both:
EU legislative train schedule

(i) serve business users that are established in the EU; and
(ii) provide goods or services to consumers who are located in the EU.
Examples of businesses included:
••3rd party e-commerce market places
••App stores

Explanatory memorandum
and proposals

••Social media for business
••Price comparison websites and tools

Key points
1

2

Increased transparency

Regulation

OIS and OSE providers will be required to make terms and conditions easily available to businesses at all
stages of the commercial relationship, including pre-contract, use clear and unambiguous language, and
set out objective grounds for decisions to suspend or terminate a user’s access to the OIS or OSE. Further,
the Regulation provides that reasonable and proportionate notice is to be given to business users of any
modifications to the terms and conditions.

Ranking parameters
OIS and OSE providers will be required to outline the main parameters determining the ranking given
to business websites and users, and the reasons for the relative importance of those main parameters
as opposed to other parameters. The Regulation will also require that the OIS and OSE providers explain
whether they accept remuneration to influence these rankings.
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Key points (continued)
3

Effective redress
The Regulation will require all OIS and OSE providers (save for a category of small enterprises) to establish
an internal system for managing business users’ complaints and report annually on its functioning.
Complaints are to be processed ‘swiftly and effectively’ taking account the complexity of the issue raised.
Providers will also be obliged to identify in their terms and conditions a mediator that they are happy to use
to attempt to settle disputes relating to such complaints out of court.
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Key date(s): The Directive entered into force on 7 June 2019 and EU Member States have until 7 June 2021 to
transpose the Directive into their respective national legislation.
Status: Following significant lobbying from a wide range of stakeholders, as well as lengthy negotiations and delays,
domestic implementation of the Directive is required by EU Member States by 7 June 2021. European Commission
guidance is expected to help interpret some of the more complex or controversial articles of the Directive.
Stakeholders are also expected to enter into a dialogue to determine best practices and harmonise procedures.
What it hopes to achieve and why: The Directive comprises part of the European Commission’s Digital Single
Market strategy, forming part of a broader initiative to adapt copyright rules to ensure they are “fit for a digital
era”. The Directive aims to modernise copyright rules, in particular, by providing better choice and access to online
content to users across borders and providing fairer protection for rightsholders in relation to the use of their
material online, creating a fair and sustainable marketplace for creators, the creative industries and the press.

Click an icon below
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HSF blog post, 29 March 2019

HSF blog post, 4 March 2019

Who does it impact?: A vast array of stakeholders, including copyright holders, technology companies and online
platforms, who will be required to adhere to the new rules, although there will be a lighter touch, less strict regime
for smaller platforms in respect of some obligations.
Directive

Key points
1

Use of protected content by online content sharing services
Article 17 of the Directive seeks to protect rightsholders from unauthorised distribution of ‘online content
sharing services’ (e.g. by platforms such as YouTube, Dailymotion and Soundcloud) by requiring these
services to seek a licence or authorisation from the copyright holder for the content they are hosting. This
provision (known as Article 13 in the draft Directive) was the subject of much controversy and lobbying
during the drafting and development of the Directive. As a result, there are a number of provisos and
compromises in the Directive which limit the liability of online content sharing service providers in
certain circumstances.
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2

3
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Protection of press publications concerning online uses
Another key (and controversial) provision in the Directive is the introduction of an enforceable right
of press publications to prevent further publication of their works by, or to require a licensing fee from,
news aggregators or similar media monitoring services. Again, there are a number of limitations on this
provision, including a two year limit that applies to the press publication right following the date of the
relevant publication.

Explanatory memorandum and
proposals

Impact of Brexit on future reform
Given the UK’s impending departure from the EU, it is not yet clear whether the UK Government will
be required to implement the new Directive (or indeed whether it will chose to do so fully or partially if
not under a legal obligation to, given the controversial nature of some of the Directive’s provisions). The
obligation to implement the Directive will therefore only continue to apply to the UK, if the 24 month
implementation deadline falls within any transition period (in the event of a “deal” Brexit scenario). However,
under the proposed EU Withdrawal Agreement endorsed by the EU Council on 25 November 2018 (and
then rejected by a majority if UK members of parliament), the implementation deadline would have fallen
after the end of the transition deadline, which was 31 December 2020.

Blog post
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Key date(s): The Directive was published in Official Journal on 17 May 2019 and entered into force 6 June 2019. EU
Member States will have until 7 June 2021 to implement it into national legislation.
Status: Directive (EU) 2019/789 of the European Parliament (EP) and of the Council laying down rules on the
exercise of copyright and related rights applicable to certain online transmissions of broadcasting organisations
and retransmission of television and radio programmes (the “Directive”) entered into force 9 June 2019, after
fairly lengthy and challenging negotiations, as well as strong opposition by the audio-visual sector to aspects of the
Commission’s original proposal (which have since been removed from the final version of the Directive). The extent
to which the UK will be legally required to transpose the Directive into national law by 7 June 2019 in light of the
UK’s potential exit from the EU or, if not so obliged, whether it will be chose to do so, remains uncertain at present.
What it hopes to achieve and why: The Directive seeks to simplify rights clearance for broadcasters and
operators of certain retransmission services online and across borders. In particular, the Directive aims to facilitate
(i) cross-border access to online simulcasts and catch-up streams of TV and radio programmes which are made
available alongside the traditional broadcasting of such programmes and (ii) simultaneous retransmission of
such programmes in other Member States via cable, satellite, digital terrestrial, closed-circuit IP-based or mobile
networks. In terms of the cross-border access point, the Directive achieves this by imposing a legal fiction pursuant
to which the relevant communication to the public is deemed to be taking place in the Member State of the
broadcaster’s principal establishment so that broadcasters no longer have to clear the relevant simulcast/catch-up
rights in each EU territory where such content is being made available. The Directive is intended to complement
the existing Directive 93/83/EEC (Satellite and Cable Directive) which already facilitates cross-border satellite
broadcasting and retransmission by cable of TV and radio programmes from other Member States.
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EU press release, 15 April 2019

Directive

Factsheet

Who does it impact?: Broadcasters who provide simulcast, catch-up and/or retransmission services within the EU
and related rights holders

Key points
1

Following concerns raised by industry stakeholders in relation to the broader scope of the Commission’s
original proposal, the provisions of the Directive relating to cross-border access to simulcasts and catch-up
services have been watered down so as only apply only to radio programmes, TV news and current affairs
programmes as well as TV programmes which are fully financed own productions of the broadcasting
organisations (excluding televised sports events). These provisions do not therefore cover films or TV / radio
programming licensed by a broadcaster from a third party.
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Key points (continued)
2

3

4

In relation to retransmission of content in other EU Member States, the Directive states that rightsholders
other than broadcasting organisations have the right to grant or refuse authorisation for such
retransmission, but can do so only through collective management organisations (“CMOs”) to be
established by each Member State. Where a rights holder has not transferred the management of
retransmission rights to the relevant CMO, that CMO will nevertheless have the right to grant or refuse
authorisation for retransmission on the rightsholder’s behalf.
Rights held by broadcasters in respect of their own transmissions are exempt from the CMO regime for
retransmission clearance, irrespective of whether those rights are owned by the broadcaster or have been
acquired from a third party.
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EU press release, 15 April 2019

Directive

In relation to “direct injection” (where a broadcaster transmits its channels to a third party signal distributor in
a format inaccessible to the public, for onwards transmission by that distributor to its customers) the Directive
makes clear that both the broadcaster and the distributor need to obtain authorisation from rights holders.
Factsheet
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Summary | Modernising the Audiovisual Media Services
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Key date(s): After a lengthy legislative process, the Council of the European Union formally adopted the Directive
updating the AVMS on 6 November 2018. The Directive was then published in the EU Official Journal entered into
force on 19 December 2018 and EU Member States now have less than 12 months to transpose into national legislation
by September 2020.

Click an icon below
to find out more

Status: After a lengthy legislative process, the Council of the European Union formally adopted the Directive updating
the Audiovisual Media Services Directive (AVMS) on 6 November 2018. The Directive was then published in the EU
Official Journal and. EU Member States now have less than 12 months to transpose the Directive into national
legislation.

HSF blog post, 19 December 2018

What it hopes to achieve and why: As part of its Digital Single Market Strategy, and following extensive consultation
in 2015, in May 2016 the European Commission proposed new legislative amendments to the AVMS (which originally
came into force in 2010). The proposals and the updating Directive seek to modernise the AVMS to reflect “market,
consumption and technological” changes, largely arising from convergence between television and internet services,
new types of services and changes in viewing habits (particularly an increase in on-demand content consumption).

HSF blog post, 23 November 2018

In addition to areas set out in the “Key points” section below, the amendments reflected in the updating Directive
also include: (i) combatting violence hatred and terrorism; (ii) providing clarity on the country of origin principle
(particularly which EU Member State rules apply in each case); (iv) enhancing rules for the protection of minors; and (v)
introducing greater flexibility in television advertising.

Directive

Who does it impact?: The most significant change under the revised directive aims to create a level playing field
between all audiovisual media service providers, to protect viewers (regardless of the service they provide and the
platform they use). The updated directive therefore expands the scope of the current directive to take account of new
entrants to the audiovisual media ecosystem. Refer to the “Key points” section below.

Key points
1

Level playing field for audiovisual media services providers
The updating directive expands the scope of the previous directive from broadcasters and video-ondemand providers, to also include video-sharing platforms (such as Netflix and youtube), as well as live
streaming on video-sharing platforms. This may well prove to be a steep learning curve for those service
providers that will fall under the ambit of the directive for the first time, and who should be considering how
best to implement the legislative requirements into any existing regulatory compliance programmes.
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Key points (continued)
2

3

VOD platform cultural diversity
The updating directive extends existing requirements on European content for video-on-demand providers
to promote European works. Video-on-demand providers need to ensure that 30% of content in their
catalogues comprises European works. They are also required to contribute to the development of
European audiovisual productions, either by investing in content directly or contributing to national
funds. The level of contribution required in each Member State should be proportionate to the on-demand
revenues in that country (i.e. the Member States where the provider is established or where it wholly or
mostly targets the audience).

Impact of Brexit on digital single market reform
The draft Withdrawal Agreement agreed with EU negotiators in November 2018 included a transition period
through to 31 December 2020, during which EU law would continue to apply in and to the UK. If a version
of the Withdrawal Agreement is finalised and approved before the UK leaves the EU, the UK Government
would still be required to implement the updates to the AVMS into national legislation within the same
timeframe. The Government’s “no-deal Brexit” technical note on broadcasting and video-on-demand
confirms that if the UK leaves the EU with no deal (i.e. no withdrawal agreement and no transition period),
the AVMS will no longer apply to the UK. The Government would therefore have autonomy to determine
the extent to which it implements the revised AVMS into national law. For further detail regarding the UK’s
approach to implementing the updates see the “Related developments” section.

Government consultation
document

HSF Telecoms and Media
Brexit Guide
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for the Digital Era
Key date(s): The Special Advisor’s Report on Competition Policy for the Digital Era was published by the European
Commission on 4 April 2019
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Status: This report was commissioned from three special advisors who acted on a pro bono basis. It therefore does
not reflect the official position of the European Commission, which is currently considering its response and next
steps. However, it is envisaged that the report will be an important reference point for the European Commission as
it continues to deliberate its approach to competition policy in the digital era, and also carefully considered by other
competition authorities around the world who are debating how best to tackle similar issues.

Report on Competition Policy for
the Digital Era

What it hopes to achieve and why: Questions have arisen as to whether the existing framework of EU competition
law can be effectively applied to the challenges posed by the digital economy, in particular in relation to the
development of digital ecosystems and large incumbent digital players that are very difficult for new entrants
to dislodge. The special advisors appointed by Commissioner Vestager were therefore asked to explore how
competition policy should evolve to continue to promote pro-consumer innovation in the digital age.

HSF e-bulletin

Who does it impact?: All companies that are active (or may in the future seek to be active) on digital markets
whose conduct may have an impact in the EU, with particular importance for dominant firms whose business model
relies heavily on data and/or large companies seeking to acquire smaller start-ups in circumstances where this could
be seen as part of a strategy against partial user defection from a digital ecosystem.

Key points
1
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No fundamental re-think of existing competition law framework but potentially
significant amendments
The report concludes that the existing EU competition law framework is generally sufficiently flexible to
adapt to the challenges posed by digital markets. However, it proposes a number of significant amendments
to the traditional tools of analysis to address the problem of “under-enforcement”. These include a
re-think of the standard/burden of proof and reducing competition policy’s emphasis on market definition in
this context.
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Focus on digital platforms and data
The report considers in detail how competition law should be applied to digital platforms and data. Multihoming and switching, as well as interoperability and data portability are all identified as key to allowing
market entrants to attract customers. The report also stresses that dominant platforms have a responsibility
to ensure a “level playing field” for competition taking place on the platform. With regard to mandating
access to data, the report is relatively cautious and does not recommend lowering current thresholds, but
suggests that regulation (rather than competition law) may be better placed to deal with data access issues
in many cases.

Greater control of acquisitions of small start-ups by dominant platforms and/or digital ecosystems
The report acknowledges growing concerns about the ability of existing EU merger control rules to
deal effectively with so-called “killer acquisitions” (i.e. acquisitions by dominant platforms of innovative
start-ups with the aim of eliminating potential rivals). Whilst it does not recommend amending the existing
jurisdictional thresholds for now, it suggests that the possibility of introducing an alternative threshold based
on transaction value should be kept under review. It also suggests revisiting the substantive theories of harm
applied in such cases, focussing on whether the acquisition eliminates potential competition as part of a
possible strategy against partial user defection from a digital ecosystem.

Report on Competition Policy for
the Digital Era

HSF e-bulletin

CPI Antitrust Chronicle article
on “Competition issues in the
digital era – EU developments”
(August 2019)

Related
developments

PREVIOUS

NEXT

Government response
expected to Digital
Competition Expert Panel
Report on “Unlocking
digital competition”

HORIZON SCANNING: DIGITAL REGULATION
UK AND EU DEVELOPMENTS

RETURN TO TIMELINE

Want further detail or have a specific question?
Please get in touch with:

Hayley Brady

James Balfour

Claire Wiseman (Currently on
maternity leave)

Anna McGowan

Head of Media and Digital

Associate

Professional Support Lawyer

Technology, Media,
Entertainment and Telecoms
T +44 20 7466 2079
M +44 7595 967 368

Technology, Media,
Entertainment and Telecoms
T +44 20 7466 7582
M +44 7568 112 353

Senior Associate and
Professional Support Lawyer

hayley.brady@hsf.com

james.balfour@hsf.com

Technology, Media
and Telecoms
T +44 20 7466 2267

Technology, Media
and Telecoms
T +44 20 7374 8000
M +44 75 6529 7453

claire.wiseman@hsf.com

anna.mcgowan@hsf.com

© Herbert Smith Freehills LLP 2019 3425O/291019

