Extending the long
arm of the law

Extra-territoriality and the GDPR

We are living in an increasingly inter-connected digital
society where the services of many organisations are global
in nature, and yet internet activities are still being tackled
by national laws and regulations. The online world does not
respect physical or geographical boundaries, often giving
rise to the question of which law is applicable in the case of
online activities. In the data protection and privacy space,
the new General Data Protection Regulation ("GDPR")
seeks to tackle this online transnational data and privacy
issue through its extra-territorial application.

Background to extra-territoriality
The broad extra-territorial reach of the GDPR may come as
no surprise to some. The EU courts had already made clear
their intentions via the ever-widening interpretation of
territoriality in the current EU Data Protection Directive
(the "Directive").

Most notably, in the 2014 Google Spain case, the Court of
Justice of the European Union ("CJEU") ruled that Google
Inc.'s data processing activities were subject to Spanish
data protection law. The Court rejected the argument that
the processing of personal data by Google Inc. was not
carried out in the context of the activities of its
establishment in Spain. Instead it held that, where such
data were processed for the purposes of a search engine
operated by an undertaking which, although it had its seat
in a non-Member State, had an establishment in a Member
State, the processing was carried out "in the context of the
activities" of that establishment. In this way, the Court's
decision appeared to interpret the Directive in light of the
then draft GDPR.
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The scope of extra-territoriality
under the GDPR?
The GDPR will come into force across Europe on 25 May
2018, replacing the Directive and all national
implementations of the Directive. It is intended to
harmonise data protection rules and enforcement across
all 28 Member States of the EU. The GDPR also codifies a
significant expansion of the territorial scope of the current
Directive and, as such, it is likely to transform data
protection globally.
Currently, application of the EU Data Protection Directive is
based upon the location of data processing. This approach
has attracted criticism because it allows organisations
processing the personal data of individuals in the EU to
avoid compliance with the Directive by locating their
business (and often their servers) outside of the EU.
The GDPR seeks to address this "loophole" by extending
the application of the legislation to take into account not
only the location of the processing but also the location of
the individual whose personal data is being processed. As
such, the GDPR will be binding on organisations outside the
EU if they process personal data:
••in the context of an establishment of a controller or a

processor in the EU;
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Likewise, as already discussed, in the Google Spain case,
the CJEU found that entities outside the EU could be
subject to the Directive because of the activities of a
separate operation in an EU Member State.
All of this suggests that a broad interpretation of Article
3(1) of the GDPR could mean that the presence of a branch
or subsidiary in the EU may bring non-EU data processing
activities within the scope of the GDPR.
Offering goods and services
In relation to the offering of goods and services, the GDPR
is clear that the absence of payment does not affect the
analysis. The recitals to the GDPR once again provide
further explanatory guidance. Recital 23 provides that " the
mere accessibility of the controller's, processor's […]
website in the union, of an email address or of other
contact details, or the use of a language generally used in
the third country where the controller is established, is
insufficient to ascertain such intention." Recital 24 then
further provides that the following factors are strong
indicators of offering goods or services to EU residents:
••language – using the language of a Member State where

that language is not relevant to customers in the home
state (i.e. a Chinese web shop with a website available in
English, French and German);

••relating to the offer of goods or services to individuals in

••currency – using the currency of a Member State where

••relating to the monitoring of the behaviour of individuals

••delivery – offering delivery to a Member State; or

the EU (e.g. via a website offering delivery to the EU); or
in the EU (e.g. by using cookies to track an individual's
activity on the internet).

The emphasis highlighted above demonstrates the broad
drafting of the legislation and potentially extremely wide
application of the GDPR to organisations located outside
of the EU, although we don't yet have any guidance on how
this drafting will be interpreted in practice.

that currency is not generally used in the home state;

••reference to citizens – referencing EU residents.

Monitoring
Under Recital 24 of the GDPR "monitoring" is described as
relating to the tracking of individuals online, including
where this is used to take decisions to analyse/predict
personal preferences, behaviours and attitudes (profiling).

The Extra-Territoriality Test

The Article 29 Working Party further provides examples of
monitoring including, but not limited to:

In the context of an establishment

••online behavioural advertising;

According to the recitals of the GDPR, establishment
"implies the effective and real exercise of activity through
stable arrangements. The legal form of such arrangements,
whether through a branch or a subsidiary with a legal
personality, is not the determining factor in that respect."

••travel data of individuals using a city’s public transport

In the case of Weltimmo v. NAIH (C-230/14), the CJEU
adopted a broad definition of "establishment", finding that
the presence of a single representative may be sufficient. In
that case, Weltimmo – which was incorporated in Slovakia
– was considered to be established in Hungary by virtue of
the use of a website in Hungarian, which advertised
Hungarian properties, use of a local agent, and use of a
Hungarian postal address and bank account.

system (e.g. tracking via travel cards);

••profiling and scoring for the purposes of risk assessment

(e.g. for purposes of credit scoring, establishment of
insurance premiums, fraud prevention, detection of
money-laundering);

••location tracking, for example, by mobile apps; and
••monitoring of wellness, fitness and health data via

wearable devices.
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Examples of extra-territoriality in practice
Scenario 1
Company A is a multi-national organisation with presence in
multiple jurisdictions around the globe. It has a shared services
centre located in Indonesia which provides certain support services
to group companies, including to the UK group entity. Some of those
support services involve the processing of personal data on behalf of
the UK entity.

Scenario 2
Company B is located in Tokyo. It does not advertise or market its
goods directly in to the EU but its website is available in the English
language and customers in the UK can view prices in GBP and order
products to be delivered to the UK.

Scenario 3
Company C is located in Seoul. It does not have any EU customers or
any establishment in the EU but it does have a limited number of
employees and directors who are EU nationals.

Application of
Extra-Territoriality
The GDPR applies to the processing of personal data in the context of
the activities of the UK entity (regardless of whether the processing
takes place in the EU or not). Although there is currently no guidance on
how this would be interpreted, the previous Google Spain case suggests
it would be interpreted widely. It is therefore likely that the GDPR would
apply to the UK-related activities of the Indonesian entity.

Application of
Extra-Territoriality
The GDPR applies to the processing of personal data of EU data
subjects by Company B where the processing activities are related to
the offering of goods or services to EU data subjects. The absence of
direct marketing is not relevant if, as a matter of fact, Company B is
providing goods and services to EU data subjects. The GDPR would
therefore apply to the Tokyo company’s processing of personal data
relating to its EU customers.

Application of
Extra-Territoriality
The GDPR does not apply if EU national directors or employees are not
physically based in the EU/resident in the EU. The GDPR would
therefore not apply to the Seoul company’s processing of personal data
relating to its employees who are EU nationals resident in Seoul.
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Practical Impact of Extra-Territoriality
for non-EU Companies
Whilst the GDPR represents more of an evolution rather
than a revolution in data protection compliance terms for
EU organisations already familiar with the requirements of
the Directive, its application outside of the EU is resulting
in a relatively steep learning curve for non-EU based
organisations that are unfamiliar European
privacy standards.
The mechanism for overseas enforcement of GDPR
obligations is also currently unclear. The unanswered
questions regarding the enforceability of the regime against
non-EU companies suggest that, despite increased fines
and sanctioning powers, reputation may continue to be the
key driver behind privacy compliance for market leaders
outside the EU.
Perhaps to address concerns regarding enforceability,
Article 27 of the GDPR provides that non-EU controllers
and processors caught by the requirements of Article 3(2)
(i.e. offering goods and services to EU residents, or
monitoring their behaviour) must designate a
representative in the EU.
The GDPR goes on to say that:
••the representative must be co-located in the Member

State "where the data subjects are whose personal data
are processed in relation to the offering of goods or
services to them, or whose behaviour is monitored";

••the representative must be mandated by the controller

or processor to be addressed "in addition to or instead of
the controller or the processor by, in particular,
supervisory authorities and data subjects, on all issues
related to processing, for the purpose of ensuring
compliance with the Regulation"; and

••the designation of a representative is without prejudice

to legal action that could be initiated against the
controller or processor themselves.

This seems logical and perhaps implies that the
representative role is akin to one of limited agency,
whereby the representative is available locally to data
subjects and acts as intermediary between them and the
controller or processor who is located overseas.
Although it makes no explicit reference to enforcement,
Article 27(4) of the GDPR also implies that the
representative could be a named party in administrative
actions or litigation, and one can see the logic in this as the
representative may be the only party susceptible to
effective jurisdiction by an EU court.
Recital 80 also states that "The designated representative
should be subject to enforcement proceedings in the event
of non-compliance by the controller or processor." It may
appear odd that this has been relegated to the recitals but,
regardless, it seems clear that an EU representative may be
legally liable for non-compliance by its a non-EU principal,
including (presumably) for paying administrative fines and
awards of damages, and at the very least for legal and other
costs arising from addressing enforcement actions. Also,
given the questions about enforceability of the rules of
extra-territoriality, it would seem likely that EU regulators
and courts will be inclined to pursue a party located within
the EU if there is doubt over enforcement externally.
Whilst an obvious "hook" to address concerns regarding
enforceability of the GDPR against non-EU entities, these
representative provisions do raise the question as to why
anyone would want to accept a representative role.
Especially given that a representative can't force their
principal to comply, but could still be liable for
non-compliance.
Regardless of enforcement issues, it is clear that the GDPR
will have far-reaching implications for non-EU entities and
as such, its requirements must be taken into account by
organisations around the world. Non-EU organisations that
were not previously caught by the Directive should now be
in the process of assessing whether their activities will
place them within the reach of the GDPR and the EU
regulators, and prepare accordingly.
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