Standpoint
Disruption in the pipeline:
Legal challenges in a digitised oil and gas sector
The oil and gas sector faces a new wave of challenges and opportunities as a
result of technological innovation and disruption. Over the coming decades,
ever-hastening advances in technology – from machine learning to robotic
automation – will have a profound impact on the way that oil and gas
reserves are located, extracted, distributed and consumed.
To survive and thrive, oil and gas companies will need to adopt radically new
strategies to integrate these new technologies across the value chain whilst
continuing to navigate complex regulatory environments, geopolitical risk,
disputes and market disruption.
This article considers key legal issues which both incumbent participants and
new market entrants will need to navigate effectively in order to succeed in a
digitised oil and gas market, be they investors, operators or off-takers.

Data as the new oil?
Effective use of data underpins economic success at all
stages of the oil and gas supply chain (see Table 1).
Advances in computing speed and capacity will enable
companies to collect, analyse and interpret these data
in increasingly innovative and powerful ways.
All of these types of data hold significant value.
Some data types – such as subsurface data and
models – are inherently valuable in and of
themselves, given the investment required to

generate them. Increasingly, though, the value of
data depends on its susceptibility to enhanced
processing technologies. For example, large sets of
raw data are particularly well-suited to machine
learning techniques, which are capable of efficiently
identifying patterns and anomalies such as
geological faults.
Further data opportunities are presented by
combining data sets from third party sources, such
as correlating pipeline performance data with
weather statistics, or retail and distribution logistics
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Table 1 - Key data across the oil and gas supply chain
PHASE

EXAMPLES OF IMPORTANT DATA

Exploration and appraisal

geological and seismic imaging data from surveys and pilot wells
are harvested to assess reservoirs

Project development

static data generated by reservoir models and software are used
to design field architecture

Drilling and production

live data from rig, downhole and facility sensors are monitored
to optimise performance

Distribution

geospatial data are exploited to optimise routes and location
planning

Retail

consumption and purchasing patterns and trends are recorded
at points of sale and used for marketing and pricing purposes

data with consumer travel patterns. The
effective combination of data can expose
previously unseen patterns and behaviours.
However, the exploitation of such data
combinations requires the wider adoption of
suitable platforms, common technologies and
commercial regimes for sharing and
commercialising data.
Dynamically linking data analysis with live
operation feeds can generate significant value.
For example, data from operating plant and
machinery can be used by next-generation
software suites which are capable of merging
historical and current data sets into dynamic
"digital twin" frameworks, such as those used
by aircraft engineers. These fully detailed
structural simulation models, when combined
with live sensor data and machine learning
analytics techniques, can provide project
operators with unprecedented insight into their
assets and the ability to evaluate design and
operation improvements safely and efficiently.
The increasing value and vulnerability of
non-tangible information and intellectual
assets will be central to the future oil and gas
legal landscape, and merit careful legal
protection to preserve competitive advantage.
However, under English law, there is no legal
right to "own" data. Instead, companies
seeking to protect valuable information must
rely on a combination of confidentiality and
intellectual property laws together with
contractual rights and restrictions.
Superimposed on this foundation is a
fast-evolving web of data-focussed
regulations, notably in relation to data
protection and cyber security, and it remains
to be seen how such regulations will develop in
the future as governments react to the
challenges of information governance.

In order to navigate these conflicting legal
issues, it is essential that oil and gas
companies map their data flows carefully to
identify in detail what data they collect, how
and where they process it and the purposes
and objectives of such processing. Businesses
can then make an informed assessment as to
what internal technical and organisational
measures to adopt in order to comply with
sector-specific regulations – such as
restrictions on the export of geological
information – as well as to respond effectively
to data security incidents. In addition, it will be
increasingly essential for stakeholders to
invest in cyber-defences which can keep pace
with the ever-evolving risks of cyber-attacks.

“The increasing value
and vulnerability of
non-tangible information
and intellectual assets
will be central to the
future oil and gas legal
landscape, and merit
careful legal protection
to preserve competitive
advantage”

Rise of the machines
If data is the life blood of oil and gas industry
operations, then heavy engineering is its
muscle and logistics are its skeleton. The
sector is responsible for some of the largest
and most sophisticated construction projects
on the planet. Oil and gas is an inherently
physical industry (see Table 2), and by
automating physical tasks, sector stakeholders
can improve efficiency, improve safety,
circumvent human error and reduce overheads.
Physical assets are also likely to enjoy a longer
usable lifespan as predictive and automated
maintenance increases the efficiency of both
proactive and reactive repairs and upgrades.
Disruption of traditional oil and gas operations
by autonomous robotics is likely to be
considerable.
The key legal issue which arises from any
physical process is liability. Who is liable for
accidents which may cause extensive damage
to property, injury to humans and

Dynamically linking
data analysis with live
operation feeds can
generate significant
value
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contamination of the environment? If such
accidents arise from activities which are
heavily dependent on technology, the fault
may lie anywhere from the underlying
software, errors in data processed by such
software, mechanical breakdown or human
operator mistakes. In this respect, the oil and
gas industry may need to look increasingly at
other sectors, such as the automotive industry,
for guidance. In this regard, insurance will
become increasingly important.
Another relevant consideration is the
contractual model which should underpin
future oil and gas projects. The traditional twin
pillars of engineering, procurement and
construction (EPC) contracts on the one hand,
and operation and maintenance (O&M)
contracts on the other may cede ground to the
ICT outsourcing model, which has a
multi-decade lead in relation to developing
new technology solutions, incentivising and
monitoring technological performance,
resolving technological failures and crises and
allocating risk across multi-supplier and
multi-customer ecosystems.
More generally, technology will profoundly
change the composition and number of people
working both upstream and downstream. Site
engineers will be replaced by software
technicians; drivers, pilots and sailors will be
replaced by operators in central control
centres. The oil and gas industry is not alone in
facing these challenges, and in an era of public
scrutiny and increasing nativism they will need
to work closely with local governments and

communities to mitigate the human
consequences of technology transition and
ensure an attractive employment and skills
dividend for host countries.
Transactions in a connected world

Another relevant
consideration is the
contractual model which
should underpin future
oil and gas projects

From a corporate perspective, increasing
reliance on technology will inevitably increase
the importance of technology and data
separation, transition and integration issues in
future M&A transactions. Joint venturers will
also need to adopt more sophisticated
frameworks to enable safe and effective
information sharing and collaboration.
Due diligence exercises will need to focus
more closely on intellectual property and
confidentiality issues. At the same time,
such intensive document review exercises
may be expedited via use of artificial
intelligence software.
As previously static and silent assets come
to life across the supply chain through the
adoption of digital tracking technologies,
their dynamic digital fingerprints may in fact
become the most accurate representation of
a company's asset base. As a result, legal
and financial due diligence may focus more
on analysing this asset data set rather than
traditional company books. Buyers and sellers
will be able to visualize company assets in real
time and identify hot and cold spots in its
operations. This in turn will impact turn-around
acquisition strategies for buyers, whose
competitive advantage depends on big
data analytics.

Table 2 - Key physical processes across the oil and gas supply chain
PHASE

EXAMPLES OF KEY PHYSICAL TASKS

Exploration and appraisal

surveys are conducted by air or land, a role easily replaced by
drones and robotic crawlers

Drilling and production

wells are drilled and field and processing architecture are
constructed and maintained, all tasks which can be aided by
robotics engineering

Processing and refining

raw hydrocarbons are prepared for combustion via separation,
conversion and treating and such processes can be increasingly
automated and monitored remotely

Distribution

oil and gas are transported by land and sea, a role in which smart
self-maintaining pipelines and autonomous transport have
obvious potential

Retail

fuels are pumped and combusted in myriad ways capable of
being physically automated

“Oil and gas is an
inherently physical
industry, and by
automating physical
tasks, sector
stakeholders can
improve efficiency,
improve safety,
circumvent human error
and reduce overheads”
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Digitization will apply to legal contracts as
well as project assets. Increasing adoption
of electronic smart contracts between
customers, contractors and suppliers will
enable efficient and even automated contract
management. Contractors could automatically
receive payment on delivery of goods; funds
could be automatically released against
milestone completion by an EPC contractor.
Contractual due diligence in the future could
include computer-generated counterparty
risk assessments on entire contract portfolios,
automatically matching suppliers, contractors
and offtakers against credit ratings, net
assets, recently published news and
disputes databases.
Distributed ledger technology (DLT), of
which blockchain is a prominent application,
is a new way of securely managing and
accessing data in immutable databases via
multiple access points. DLT will make the oil
and gas supply chain much more robust and
efficient by replacing myriad bilateral
interactions with common networked
relationships. It will allow stakeholders to
conduct business using a common set of
verified data, circumventing the need to
replicate and exchange bespoke papers.
DLT is also likely to flourish within the energy
commodity trading space. Initial DLT pilots have
already been completed by traders, banks and
financiers; new digital commodity exchanges to
trade energy products using digital derivatives
(tokens) may be the next innovation.
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Streams of the future
Advanced data processing and autonomous
robotics are just two prominent examples of a
plethora of technologies which will transform
the oil and gas industry. From predictive
maintenance to mobile payment systems,
remote cloud control to employee wearables,
each phase of the supply chain – exploration,
construction, extraction, refining, distribution
and retail – faces a technological paradigm
shift. These technologies will in many cases be
connected wirelessly via 5G networks forming
but a small part of the Internet of Things.

“Over the coming years,
it will be ever-more
important for industry
participants ensure that
their legal, contractual
and compliance
practices keep pace
with their assimilation
of new technologies”

Will energy companies of tomorrow look more
like technology platform companies? Will they
operate from centralised technology control
centres? How will they address the fuel-shift
towards renewables? Will they be affected by
artificial intelligence or quantum computing?
The implications of new technologies are
unpredictable, but the oil and gas sector
has for more than a century demonstrated
a genius for reinvention. Over the coming
years, it will be ever-more important for
industry participants to ensure that their
legal, contractual and compliance practices
keep pace with their assimilation of
new technologies.
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