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The General Data Protection Regulation ("GDPR") aims
to harmonise data protection procedures and
enforcement across the European Union. It will apply
to all EEA countries and the companies that conduct
business in them from 25 May 2018. New standards for
consent, enhanced information rights and greater
sanctions for data processors and controllers indicate a
potentially significant impact for employers; companies
should take steps now to prepare for the changes. But
what steps should they take in light of the referendum
result and the potential UK exit from the European
Union?
This briefing focuses on the implications of the GDPR in
the employment sphere and the practical steps that
employers should take in relation to data protection in
relation to recruitment, during employment and on
termination of employment.

1. As a result of Brexit, is GDPR still relevant?
•

The UK is likely still to be a member of the EU on 25 May
2018. The Prime Minister stated that she will invoke Article 50
before the end of March 2017, so (subject to her still being
able to do so given last week's High Court decision) the twoyear period for negotiating an exit from the European Union
will not have expired by the deadline for implementation of the
GDPR. Provided that by 25 May 2018 the Brexit negotiations
have not reached their conclusion, the GDPR will have direct
effect in the UK without the UK government having to take any
steps. Therefore companies with operations in the UK or who
provide services to those in the EU which involves processing
personal data of those data subjects in the EEA will need to
continue preparation for GDPR compliance. The Information
Commissioner's Office also announced on 31 October 2016
that the Government has confirmed that the UK will be
implementing the GDPR.
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•

Further, if the UK does leave the European Union, it is likely to ensure that it is considered an "adequate"
jurisdiction for data protection to ensure trade with the EU. This will require the UK to adopt the GDPR, or, at
any rate, legislation which is substantially similar. This is consistent with the Information Commissioner's Office
("ICO") position after the Referendum: “Having clear laws with safeguards in place is more important than ever
given the growing digital economy, and we will be speaking to government to present our view that reform of
the UK law remains necessary.” She more recently added that "I don't think Brexit should mean Brexit when it
comes to standards of data protection”.

•

In any event, it is preferable for global companies with operations across the EEA or who are providing goods
or services to those in the EEA to have a consistent set of standards and approach in relation to data
processing within the region.

It may be difficult for those responsible for data protection compliance to get management or board level approval
for investments into systems and processes in light of a potential Brexit. However, the risk of fines of up to EUR 20
million or 4% of annual worldwide turnover for breach of the Regulation, including data protection principles, failure
to comply with the conditions for consent, and breach of data subjects' rights should focus minds.
See our briefing for an overview of the key provisions and business impact of the GDPR. Set out below are the
practical steps for employers to start taking.

2. Why do we need to think about this now?
It is less than 19 months until the GDPR is implemented across the EU, including (it seems) the UK. Whilst that
sounds like a lot of time in which to ensure your business is compliant, in fact there are a number of steps that
need to be taken, some of which require a long lead in time. For example, in order to give effect to the right to be
forgotten companies will need to ensure that their IT systems have the functionality to allow them to delete data
where they are required to under the GDPR. There is often a long lead in time for IT projects, so any plans for
changes to IT systems should be "future proofed" for GDPR which by necessity will require steps to be taken early.
Also, companies will need time to undertake an audit of their systems and procedures in order to perform a gap
analysis of areas that need to be focused on and changes that need to be made, which all takes time. Ultimately,
this is a business issue affecting various parts of businesses, which necessitates "buy-in" from various
stakeholders internally as to changes that need to be made. Many companies are far advanced in their
preparations for GDPR, are you?

3. Recruitment: clarity around what constitutes personal data, transparency about
proposed use and consider retention
Definition of Personal Data
The definition of "personal data" is essentially the same as under the Data Protection Directive, and includes any
information relating to an identified or identifiable person. Genetic data and biometric data have been included in
the new definition of sensitive personal data. Genetic data is defined as all personal data relating to the genetic
characteristics of an individual that have been inherited or acquired which give unique information about the
physiology or the health of the individual, whilst biometric data means personal data resulting from specific
technical processing relating to physical, physiological or behavioural characteristics which allow for or confirm the
unique identification of the individual (Article 9). Employers should therefore ensure their data protection policies
and procedures are updated and that there are clear communications with all employees about what information
constitutes "personal data".

Fair Processing Notices
Provisions relating to the processing of personal data (Article 5) and the lawfulness of processing (Article 6) broadly
reflect the current position under the Data Protection Directive but data subjects will have greater information rights
in relation to how their data is processed. Employers, as data controllers, should prepare to make their procedures
more transparent and accessible to employees and update their fair processing notices to reflect the additional
requirements of the GDPR. This then focuses attention on how personal data is processed.
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Employers must provide concise, transparent, intelligible and easily accessible information to their employees,
including information about the parties involved in the processing of their personal data and how their data will be
treated (Articles 12 and 13). Fair processing notices must state:
•

the identity and contact details of the data controller and Data Protection Officer (where applicable);

•

the purposes of processing and the legal basis for it;

•

an explanation of the data controller's legitimate interests, where processing is based on this;

•

the recipients of the personal data; and

•

information on any cross-border data transfers outside the EEA (where applicable).

In addition, the following information should be provided to employees when personal data is collected, and we
suggest providing it in a separate, dedicated document:
•

the data retention period (this may be difficult to establish);

•

a brief explanation of their right to erasure (i.e. have their data deleted), rectification and to object to
processing;

•

their right to withdraw consent to processing;

•

their right to complain to a Supervisory Authority (i.e. the Information Commissioner);

•

the consequences of failure to provide data in certain circumstances (e.g. where it is a statutory or contractual
requirement to do so);

•

the existence of automated decision-making, including profiling (where applicable).

Exemptions: the notice does not need to be provided if it is impossible or would involve disproportionate effort, the
processing is required by law. Further guidance on these exemptions will be produced in due course.

Right to object
As mentioned above, employers must inform employees clearly about their right to object to the processing of their
personal data. This information can be in data protection notices or other communications with the employee. It
would be best practice to outline this in a separate, dedicated document.

Other practical tips
•

Pre-employment checks continue to be allowed under the GDPR, along with equal opportunities monitoring
processes, but both should be reviewed in light of the new requirements to ensure that all the personal data
collected is essential to carry out the check and is not stored for longer than is necessary. It can be difficult to
ensure data is deleted after it is no longer needed.

•

Review and amend employment contractual documentation, as appropriate, to ensure compliance with new fair
processing notice requirements.

•

Particular care should be taken with automated processing (which could constitute "profiling"); individuals have
the right not to be subject to decisions made solely by an automated process. Graduate or general HR
recruitment may utilise systems to filter out candidates on the basis of university or grade. Similarly, a large
scale redundancy exercise may require performance review data to be analysed in an automated system. Such
systems should be reviewed to ensure that decision-making is not entirely automated (Recital 71). Information
about the logic used in these systems must be made available to employees and applicants (as appropriate);
with explicit consent being sought.

4. Obtaining proper consent from employees and applicants
Silent, assumed or ambiguous consent is not an acceptable standard – it needs to be "freely given, specific,
informed and unambiguous" (Article 4). Employers must also ensure that employees' and job candidates' consent
is given either by a statement or through clear, affirmative action to signify agreement to personal data relating to
him or her being processed (Article 7).
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Personal data may only be processed lawfully if one of the following applies:
•

the employee has given consent to the processing of his or her data for one or more specific purposes;

•

processing is necessary for the performance of a contract to which the employee is party;

•

processing is necessary for compliance with a legal obligation to which the data controller is subject;

•

processing is necessary to protect the vital interests of the data subject, or another individual;

•

processing is necessary for a task carried out in the public interest or in the exercise of official authority vested
in the data controller; and

•

processing is necessary for the legitimate interests of the data controller or a third party, except where such
interests are overridden by the interests or rights of the data subject. (Article 6).

Consent must relate to the processing of personal data for a specified purpose. Guidance should clarify the
meaning of "freely given" in due course but it is anticipated that pre-ticked boxes and 'opt-out' methods will not be
acceptable. Under the current law there is a debate across Member States whether an employee can give consent
i.e. is it truly freely given. This debate will remain under the GDPR. Further, the individual should have the right to
withdraw his or her consent at any time (Article 7(3)). This means that an employer may need to rely on another
lawful basis for processing.

Practical tips
•

Amend the process and timing for seeking and recording consent to data processing by employees and job
applicants. For example, obtain consent within a separate form instead of including a clause in the employment
contract which must be agreed to if the candidate is to take up employment. This will give the employer a
better argument that the consent is freely given, specific, informed and unambiguous.

•

The use and processing of personal data within recruitment processes, during employment and indeed postemployment should be made clear to employees together with the specified purpose for the processing.
Consider carefully all purposes that the data may be used for and try to capture them in the consent form; a
generic description may not be enough.

•

If consent is given in the context of a written declaration which also concerns other matters, the request for
consent should be clearly distinguishable from the other matters (Article 7(2)), and in an intelligible and easily
accessible form using clear and plain language. This will not be an issue if this is in a separate form.

•

An employment contract which contains a provision seeking consent for the processing of an individual's
personal data (notwithstanding the above) should make clear that if the individual does not consent to the
processing then the employer will not go ahead with processing that person's personal data and will consider
appropriate alternatives, to the extent that this is possible.

•

Care should be taken to ensure that each issue is considered, and consented to as a separate matter. This
right should be made clear to individuals: it should be as easy to withdraw consent as to give it.

•

Employers should be wary of making the performance of a contract conditional on an individual giving consent
to the processing of personal data when that is not necessary for the performance of the contract. There will
likely be more scrutiny of the conditions relied on for processing. "Necessity" is likely to be looked at narrowly.

•

There is a statutory requirement for a data protection policy, where proportionate in relation to the processing
activities being undertaken (Article 24(2)). Review any existing policy to ensure it is fit for purpose under the
GDPR. Check if it is readily available to employees and if they are aware of it and its contents.

5. During employment: enhanced data rights for employees
More transparency and accountability
Employees will have a greater right to transparency with respect to the processing of their personal data.
Employers should consider their systems for processing employee data and ensure that there are procedures in
place for retrieving data swiftly, enabling rectification and deletion of data, as well as restricting the processing of
data. In addition, they will need to ensure they have complied with the GDPR in terms of having a permitted basis
for processing the personal data.

10/50620767_2

4

EMPLOYMENT BRIEFING

HERBERTSMITHFREEHILLS

The GDPR will require employers to tell employees (like other data subjects) about how their personal data has
been processed for example, whether it intends to transfer the personal data outside the EEA and the permitted
basis for the transfer, how long it has been retained for and details about the legitimate basis for the processing of
their data and their rights. In response to a subject access request the employer will need to notify the employee of:
their right to rectification or erasure or restriction of processing and to object to the processing, that they can
withdraw any consent they have given and their right to complain to the Information Commissioner. This is more
likely to result in those rights being exercised and employees challenging the basis for their personal data to be
processed.

Data subject access requests
Fees will be abolished for subject access requests, and new timescales introduced (one month, rather than 40
days, extended to two "where necessary") (Article 15, Article 12(3)). No guidance has been provided as to when
this will be. There is no express carve-out for requests made in contemplation of litigation, although employers may
refuse consent where a request is "manifestly unfounded and excessive" (Article 12(5)). There is no guidance to
date on what may constitute such a request. We expect employers will have to establish a clear policy regarding
subject access requests, including limits on the scope of such requests (perhaps the scope of searches or timeline)
and data retention periods. This is in line with current ICO guidance. It will likely be necessary for an employer to
attempt to narrow the scope of the request with the employee before it can legitimately refuse to action it on the
basis that it is manifestly unfounded or excessive. Alternatively, employers may charge a "reasonable fee taking
into account the administrative costs of providing the information or communication or taking the action requested".
Guidance on these points would be welcomed.

Practical tips
•

Ensure you have appropriate records in order to be able to answer the questions regarding the legal basis for
processing the personal data, how long the data will be held and whether it is transferred outside of the EEA.

•

Introduce systems for responding to requests from data subjects for rectification or erasure of their personal
data.

•

Update your processes for dealing with subject access requests to ensure that you meet the new deadlines for
responding to a subject access request and also to provide the additional information requested.

•

Consider if any changes need to be made to IT systems in order to respond promptly and effectively to subject
access requests under the GDPR.

•

Train teams and ensure manager awareness of key aspects of the GDPR.

Data breaches
The GDPR will introduce a new mandatory requirement for data controllers to notify the regulatory authority of
personal data breaches, if data is lost or subject to a cyber-attack and there is a risk to individuals. This must be
done within 72 hours. The company may also potentially have to notify employees (Articles 33 and 34). Employees
should be notified without undue delay when a personal data breach is likely to result in a high risk to their rights
and freedoms and their employer has not been able to take steps to ensure that this risk is no longer likely to
materialise or to render the personal data unintelligible, for example by encrypting it.
The GDPR will provide for two tiers of sanctions, with maximum fines of up to EUR 20 million or 4% of annual
worldwide turnover, whichever is higher (Article 83(5)). Further, all data subjects will have the right to obtain
compensation from the relevant controller or processor for damage suffered (including injury to feelings) as a result
of processing carried out in breach of the GDPR. The penalties must be applied in a proportionate manner and
consistent with due process. The potential for such large fines fundamentally alters the risk profile for data
protection compliance.

Practical tips
•

Ensure that adequate procedures are in place to detect, report and investigate personal data breaches.

•

Assess the potential risk of sanctions for data protection breaches.
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6. On termination
Right to be forgotten
Employers will have duties to ensure their systems enable them to amend incorrect information, delete or restrict
the processing of personal data and that such rights are communicated to the data subject (Article 17). The GDPR
will give data subjects the right to have their personal data erased without undue delay where the personal data is
no longer necessary in relation to the purposes for which they were collected, or the individual withdraws their
consent on which the processing was based and there is no other legal ground for the processing. This could be
particularly relevant in the employment context where data is stored in relation to, for example, a person's
disciplinary record or a grievance about them where there is a dispute about whether the information is correct
and/or needs to be held on their personnel file, as well as how long it should be held on the file.

Practical tips
•

Assess adequacy of data retention policies, particularly in relation to HR files. Information that is no longer
needed should be removed from these files (e.g. on backup tapes) where they need to be deleted.

•

Consider if any changes need to be made to IT systems to ensure that items are permanently deleted and a
digital footprint of them does not remain in the company's possession.

7. Data controllers and data processors - remaining accountable
The GDPR gives statutory recognition to best practice concepts such as data protection by design,
imposing greater accountability on data controllers, as well as placing data processors on the hook for
certain regulatory liability for the first time. Employers should review processes against this higher
standard of best practice and improve where necessary.
The GDPR may require employer's data processing systems to be fundamentally amended, or new systems
established. Technical and organisational measures should be in place to keep data secure. This is obviously more
difficult when an employer is reliant on outsourced HR functions.

Practical tips
•

The use of outsourced HR functions such as payroll may be impacted by new accountability measures
focussing on both processors and controllers of data. Processors are likely to seek changes to their contracts
with controllers.

•

Consider whether the appointment of a data protection officer is required. This will be necessary where the
core activities of a company involve large scale regular and systematic monitoring of data subjects or
processing of sensitive personal data. Guidance on what constitutes core activities is expected.

8. International human resources transfers
Generally, the GDPR maintains the position of the Data Protection Directive on acceptable international
destinations for personal data (inside the EEA is unrestricted; the general prohibition on transfers outside
of the EEA remains, albeit slightly amended). Data transfer agreements, and European Commission
adequacy decisions continue to feature, and binding corporate rules are given statutory recognition for the
first time (Articles 44-49).
Criteria for adequacy decisions are set out, and new possibilities for adequate protection are provided in the form of
codes of conduct and certifications. Employers who rely on storing employee data outside the EU should assess
compliance with the requirements of the GDPR.
As mentioned above, the GDPR also has extra-territorial effect as it extends to data controllers located outside of
the EU who offer goods and services to EU citizens or monitor their behaviour. Non-EU companies which process
personal data about EU data subjects in connection with offering goods/services or "monitoring" are in the GDPR's
scope for the first time.
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Practical tips
•

Multinational clients should include details of data transfers outside the EEA and recipients of the data in fair
processing statements.

•

Take care with the international transfer of employee data where HR resources are outsourced, particularly if
they operate remotely or are located within another jurisdiction. At this stage, model clauses that have already
been approved by the Commission and have been contractually adopted will continue to apply, as long as
consent is appropriate. Note that the legality of model clauses is currently being challenged.

•

Consider risks around the international transfer of data when drafting employment contracts and service
agreements and ensure clear communications with employees about the use of their data.

•

Bear in mind that subject access requests from employees will require employers to notify the employee in the
response to the subject access request about any transfer of their data outside the EEA and the justification
under the legislation for doing so, so be prepared with that information.

9. Potential for deviations across Member States
•

The GDPR allows Member States to provide for more specific rules to ensure the protection of rights and
freedoms of employees' personal data in the context of employment (Article 88). This covers all aspects of the
employment relationship, including hiring, performance management, terminating employment as well as
monitoring systems at the workplace. This may mean that instead of a harmonised approach to the treatment
of employee personal data Member States choose to put in place their own rules which are more protective of
employee personal data.

10.

Sources

The General Data Protection Regulation - Regulation (EU) 2016/679 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data. To view a copy of the final text,
please click here.
Information Commissioner Annual Report 2015/16 is here
Information Commissioner's 28 June 2016 Response to the Referendum is here.
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If you would like to receive more copies of this briefing, or would like to receive Herbert Smith Freehills briefings
from other practice areas, or would like to be taken off the distribution lists for such briefings, please email
subscribe@hsf.com.
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The contents of this publication, current at the date of publication set out above, are for reference purposes only.
They do not constitute legal advice and should not be relied upon as such. Specific legal advice about your specific
circumstances should always be sought separately before taking any action based on the information provided
herein.
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